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of the State, administering programs
under titles IV-A and XIX of the Act,
as necessary to perform State agency
responsibilities under this chapter and
under such programs; and

(4) Exchanging information with
other agencies of the State, and agen-
cies of other States, and interstate in-
formation networks, as necessary and
appropriate, to assist the State and
other States in carrying out the pur-
poses of this chapter.

[63 FR 44815, Aug. 21, 1998]

§307.13 Security and confidentiality
for computerized support enforce-
ment systems in operation after Oc-
tober 1, 1997.

The State 1V-D agency shall:

(a) Information integrity and security.
Have safeguards on the integrity, accu-
racy, completeness of, access to, and
use of data in the computerized support
enforcement system. These safeguards
shall include written policies con-
cerning access to data by IV-D agency
personnel, and the sharing of data with
other persons to:

(1) Permit access to and use of data
to the extent necessary to carry out
the State IV-D program under this
chapter; and

(2) Specify the data which may be
used for particular 1V-D program pur-
poses, and the personnel permitted ac-
cess to such data; and

(3) Permit access to and use of data
for purposes of exchanging information
with State agencies administering pro-
grams under titles IV-A and XIX of the
Act to the extent necessary to carry
out State agency responsibilities under
such programs in accordance with sec-
tion 454A(F)(3) of the Act.

(b) Monitoring of access. Monitor rou-
tine access to and use of the computer-
ized support enforcement system
through methods such as audit trails
and feedback mechanisms to guard
against, and promptly identify unau-
thorized access or use;

(c) Training and information. Have
procedures to ensure that all per-
sonnel, including State and local staff
and contractors, who may have access
to or be required to use confidential
program data in the computerized sup-
port enforcement system are:

§307.15

(1) Informed of applicable require-
ments and penalties, including those in
section 6103 of the Internal Revenue
Service Code and section 453 of the Act;
and

(2) Adequately trained
procedures; and

(d) Penalties. Have administrative
penalties, including dismissal from em-
ployment, for unauthorized access to,
disclosure or use of confidential infor-
mation.

in security

[63 FR 44816, Aug. 21, 1998]

§307.15 Approval of advance planning
documents for computerized sup-
port enforcement systems.

(a) Approval of an APD. The Office
shall not approve the APD and annu-
ally updated APD unless the document,
when implemented, will carry out the
requirements of §307.10, or §307.11 of
this part. Conditions for APD approval
are specified in this section.

(b) Conditions for initial approval. In
order to be approvable, an APD for a
statewide computerized support en-
forcement system described under
§307.10, or §307.11 must meet the fol-
lowing requirements:

(1) The APD must represent the sole
systems effort being undertaken by the
State in accordance with §307.10, or
§307.11. If the State is requesting a
waiver under §302.85 of this chapter,
the APD must specify the conditions
for which waiver is requested;

(2) The APD must specify how the ob-
jectives of the computerized support
enforcement system in §307.10, or
§307.11 will be carried out throughout
the State; this includes a projection of
how the proposed system will meet the
functional requirements of §307.10, or
§307.11 and how the single State system
will encompass all political subdivi-
sions in the State by October 1, 1997, or
October 1, 2000 respectively.

(3) The APD must assure the feasi-
bility of the proposed effort and pro-
vide for the conduct of a requirements
analysis study which address all sys-
tem components within the State and
includes consideration of the program
mission, functions, organization, serv-
ices and constraints related to the
computerized support enforcement sys-
tem;
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