§5.64

§5.64 Exemption three: Records ex-
empted by other statutes.

We are not required to release
records if another statute specifically
allows us to withhold them. We may
use another statute to justify with-
holding only if it absolutely prohibits
disclosure or if it sets forth criteria to
guide our decision on releasing or iden-
tifies particular types of material to be
withheld.

§5.65 Exemption four: Trade secrets
and confidential commercial or fi-
nancial information.

We will withhold trade secrets and
commercial or financial information
that is obtained from a person and is
privileged or confidential.

(a) Trade secrets. A trade secret is a
secret, commercially valuable plan,
formula, process, or device that is used
for the making, preparing,
compounding, or processing of trade
commodities and that can be said to be
the end product of either innovation or
substantial effort. There must be a di-
rect relationship between the trade se-
cret and the productive process.

(b) Commercial or financial informa-
tion. We will not disclose records whose
information is ‘‘commercial or finan-
cial,” is obtained from a person, and is
“privileged or confidential.”

(1) Information is ‘‘commercial or fi-
nancial” if it relates to businesses,
commerce, trade, employment, profits,
or finances (including personal fi-
nances). We interpret this category
broadly.

(2) Information is ‘‘obtained from a
person’ if HHS or another agency has
obtained it from someone outside the
Federal Government or from someone
within the Government who has a com-
mercial or financial interest in the in-
formation. ‘“Person’ includes an indi-
vidual, partnership, corporation, asso-
ciation, state or foreign government,
or other organization. Information is
not ‘“‘obtained from a person’ if it is
generated by HHS or another federal
agency. However, information is ‘‘ob-
tained from a person’ if it is provided
by someone, including but not limited
to an agency employee, who retains a
commercial or financial interest in the
information.
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(3) Information is ‘‘privileged” if it
would ordinarily be protected from dis-
closure in civil discovery by a recog-
nized evidentiary privilege, such as the
attorney-client privilege or the work
product privilege. Information may be
privileged for this purpose under a
privilege belonging to a person outside
the government, unless the providing
of the information to the government
rendered the information no longer
protectable in civil discovery.

(4) Information is ‘‘confidential’ if it
meets one of the following tests:

(i) Disclosure may impair the govern-
ment’s ability to obtain necessary in-
formation in the future;

(ii) Disclosure would substantially
harm the competitive position of the
person who submitted the information;

(iii) Disclosure would impair other
government interests, such as program
effectiveness and compliance; or

(iv) Disclosure would impair other
private interests, such as an interest in
controlling availability of intrinsically
valuable records, which are sold in the
market by their owner.

The following questions may be rel-
evant in analyzing whether a record
meets one or more of the above tests:
Is the information of a type custom-
arily held in strict confidence and not
disclosed to the public by the person to
whom it belongs? What is the general
custom or usage with respect to such
information in the relevant occupation
or business? How many, and what types
of, individuals have access to the infor-
mation? What kind and degree of finan-
cial injury can be expected if the infor-
mation is disclosed?

(c) Designation of certain confidential
information. A person who submits
records to the government may des-
ignate part or all of the information in
such records as exempt from disclosure
under Exemption 4 of the FOIA. The
person may make this designation ei-
ther at the time the records are sub-
mitted to the government or within a
reasonable time thereafter. The des-
ignation must be in writing. Where a
legend is required by a request for pro-
posals or request for quotations, pursu-
ant to 48 CFR 352.215-12, then that leg-
end is necessary for this purpose. Any
such designation will expire ten years



