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the offeror’s proposal or sealed bid that re-
sulted in the award of this contract and in
compliance with the requirements stated in
this clause. The plan, as accepted by the
Contracting Officer, shall be incorporated
into the contract as a compliance document.
The Contractor shall comply with the ac-
cepted plan.

(d) Within 6 months after contract award,
the contractor shall submit written proof of
IT Security accreditation to the DOT for ac-
ceptance by the DOT Contracting Officer.
Such written proof may be furnished either
by the Contractor or by a third party. Ac-
creditation must be in accordance with DOT
Order 1350.2, which is available from the Con-
tracting Officer upon request. This accredi-
tation will include a final security plan, risk
assessment, security test and evaluation,
and disaster recovery plan/continuity of op-
erations plan. This accreditation, when ac-
cepted by the Contracting Officer, shall be
incorporated into the contract as a compli-
ance document, and shall include a final se-
curity plan, a risk assessment, security test
and evaluation, and disaster recovery/con-
tinuity of operations plan. The contractor
shall comply with the accepted accreditation
documentation.

(e) On an annual basis, the contractor shall
submit verification to the Contracting Offi-
cer that the IT Security Plan remains valid.

(f) The contractor will ensure that the fol-
lowing banners are displayed on all DOT sys-
tems (both public and private) operated by
the contractor prior to allowing anyone ac-
cess to the system:

GOVERNMENT WARNING

**WARNING**WARNING**WARNING**

Unauthorized access is a violation of U.S.
Law and Department of Transportation pol-
icy, and may result in criminal or adminis-
trative penalties. Users shall not access
other user’s or system files without proper
authority. Absence of access controls IS NOT
authorization for access! DOT information
systems and related equipment are intended
for communication, transmission, processing
and storage of U.S. Government information.
These systems and equipment are subject to
monitoring by law enforcement and author-
ized Department officials. Monitoring may
result in the acquisition, recording, and
analysis of all data being communicated,
transmitted, processed or stored in this sys-
tem by law enforcement and authorized De-
partment officials. Use of this system con-
stitutes consent to such monitoring.

**WARNING**WARNING**WARNING**

(g) The contractor will ensure that the fol-
lowing banner is displayed on all DOT sys-
tems that contain Privacy Act information
operated by the contractor prior to allowing
anyone access to the system:

1252.239-71

This system contains information pro-
tected under the provisions of the Privacy
Act of 1974 (Public Law 93-579). Any privacy
information displayed on the screen or print-
ed shall be protected from unauthorized dis-
closure. Employees who violate privacy safe-
guards may be subject to disciplinary ac-
tions, a fine of up to $5,000, or both.

(h) Contractor personnel requiring privi-
leged access or limited privileged access to
systems operated by the Contractor for DOT
or interconnected to a DOT network shall be
screened at an appropriate level in accord-
ance with DOT Order 1630.2B, Personnel Se-
curity Management, as it may be amended
from time to time during the term of this
contract.

(i) The Contractor shall ensure that its em-
ployees, in performance of the contract per-
forming under this contract, receive annual
IT security training in accordance with OMB
Circular A-130, FISMA, and NIST require-
ments, as they may be amended from time to
time during the term of this contract, with
a specific emphasis on rules of behavior.

(j) The Contractor shall afford the Govern-
ment access to the Contractor’s and sub-
contractors’ facilities, installations, oper-
ations, documentation, databases and per-
sonnel used in performance of the contract.
Access shall be provided to the extent re-
quired to carry out a program of IT inspec-
tion (to include vulnerability testing), inves-
tigation and audit to safeguard against
threats and hazards to the integrity, avail-
ability and confidentiality of DOT data or to
the function of information technology sys-
tems operated on behalf of DOT, and to pre-
serve evidence of computer crime.

(k) The Contractor shall incorporate the
substance of this clause in all subcontracts
that meet the conditions in paragraph (a) of
this clause.

(1) The contractor shall immediately no-
tify the contracting officer when an em-
ployee terminates employment that has ac-
cess to DOT information systems or data.

(End of clause)

1252.239-71 Information technology
security plan and accreditation.

As prescribed in (TAR) 48 CFR
1239.70, insert the following provision:

INFORMATION TECHNOLOGY SECURITY PLAN
AND ACCREDITATION (APR 2005)

All offers submitted in response to this so-
licitation must address the approach for
completing the security plan and accredita-
tion requirements in TAR clause 1252.239-70.
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1252.242-70

(End of provision)

1252.242-70 Dissemination of informa-
tion—educational institutions.

As prescribed in (TAR) 48 CFR
1242.7000(a), insert the following clause:

DISSEMINATION OF INFORMATION—
EDUCATIONAL INSTITUTIONS (OCT 1994)

(a) The Department of Transportation
(DOT) desires widespread dissemination of
the results of funded transportation re-
search. The Contractor, therefore, may pub-
lish (subject to the provisions of the ‘‘Data
Rights” and ‘‘Patent Rights’’ clauses of the
contract) research results in professional
journals, books, trade publications, or other
appropriate media (a thesis or collection of
theses should not be used to distribute re-
sults because dissemination will not be suffi-
ciently widespread). All costs of publication
pursuant to this clause shall be borne by the
Contractor and shall not be charged to the
Government under this or any other Federal
contract.

(b) Any copy of material published under
this clause must contain acknowledgment of
DOT’s sponsorship of the research effort and
a disclaimer stating that the published ma-
terial represents the position of the au-
thor(s) and not necessarily that of DOT. Ar-
ticles for publication or papers to be pre-
sented to professional societies do not re-
quire the authorization of the Contracting
Officer prior to release. However, two copies
of each article shall be transmitted to the
Contracting Officer at least two weeks prior
to release or publication.

(c) Press releases concerning the results or
conclusions from the research under this
contract shall not be made or otherwise dis-
tributed to the public without prior written
approval of the Contracting Officer.

(d) Publication under the terms of this
clause does not release the Contractor from
the obligation of preparing and submitting
to the Contracting Officer a final report con-
taining the findings and results of research,
as set forth in the schedule of the contract.

(End of clause)

1252.242-71 Contractor testimony.

As prescribed in (TAR) 48 CFR
1242.7000(b), insert the following clause:

CONTRACTOR TESTIMONY (OCT 1994)

All requests for the testimony of the Con-
tractor or its employees, and any intention
to testify as an expert witness relating to:
(a) Any work required by, and/or performed
under, this contract; or (b) any information
provided by any party to assist the Con-
tractor in the performance of this contract,
shall be immediately reported to the Con-
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tracting Officer. Neither the Contractor nor
its employees shall testify on a matter re-
lated to work performed or information pro-
vided under this contract, either voluntarily
or pursuant to a request, in any judicial or
administrative proceeding unless approved,
in advance, by the Contracting Officer or re-
quired by a judge in a final court order.

(End of clause)

1252.242-72 Dissemination of contract
information.

As prescribed in (TAR) 48 CFR
1242.7000(c), insert the following clause:

DISSEMINATION OF CONTRACT INFORMATION
(OCT 1994)

The Contractor shall not publish, permit
to be published, or distribute for public con-
sumption, any information, oral or written,
concerning the results or conclusions made
pursuant to the performance of this con-
tract, without the prior written consent of
the Contracting Officer. Two copies of any
material proposed to be published or distrib-
uted shall be submitted to the Contracting
Officer.

(End of clause)

1252.242-73 Contracting officer’s tech-
nical representative.

As prescribed in (TAR) 48 CFR
1242.7000(d), insert the following clause:

CONTRACTING OFFICER’S TECHNICAL
REPRESENTATIVE (OCT 1994)

(a) The Contracting Officer may designate
Government personnel to act as the Con-
tracting Officer’s Technical Representative
(COTR) to perform functions under the con-
tract such as review and/or inspection and
acceptance of supplies, services, including
construction, and other functions of a tech-
nical nature. The Contracting Officer will
provide a written notice of such designation
to the Contractor within five working days
after contract award or for construction, not
less than five working days prior to giving
the contractor the notice to proceed. The
designation letter will set forth the authori-
ties and limitations of the COTR under the
contract.

(b) The Contracting Officer cannot author-
ize the COTR or any other representative to
sign documents (i.e., contracts, contract
modifications, etc.) that require the signa-
ture of the Contracting Officer.
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