Department of Energy

will require subcontractor employees to pos-
sess access authorizations. Additionally, the
Contractor must require subcontractors to
have an existing DOD or DOE Facility Clear-
ance or submit a completed Certificate Per-
taining to Foreign Interests, Standard Form
328, required in DEAR 952.204-73 prior to
award of a subcontract. Information to be
provided by a subcontractor pursuant to this
clause may be submitted directly to the Con-
tracting Officer. For purposes of this clause,
subcontractor means any subcontractor at
any tier and the term ‘‘Contracting Officer’’
means the DOE Contracting Officer. When
this clause is included in a subcontract, the
term ‘‘Contractor’” shall mean Subcon-
tractor and the term ‘‘contract’ shall mean
subcontract.

(5) The Contracting Officer may terminate
this contract for default either if the Con-
tractor fails to meet obligations imposed by
this clause or if the Contractor creates a
FOCI situation in order to avoid performance
or a termination for default. The Con-
tracting Officer may terminate this contract
for convenience if the Contractor becomes
subject to FOCI and for reasons other than
avoidance of performance of the contract,
cannot, or chooses not to, avoid or mitigate
the FOCI problem.

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct.
2, 1984, as amended at 52 FR 38425, Oct. 16,
1987; 59 FR 9108, Feb. 25, 1994; 62 FR 42074,
Aug 5, 1997; 67 FR 14877, Mar. 28, 2002]

952.204-70 Classification/Declassifica-
tion.

As prescribed in 904.404(d)(2), the fol-
lowing clause shall be included in all
contracts which involve classified in-
formation.

CLASSIFICATION/DECLASSIFICATION (SEP 1997)

In the performance of work under this con-
tract, the contractor or subcontractor shall
comply with all provisions of the Depart-
ment of Energy’s regulations and mandatory
DOE directives which apply to work involv-
ing the classification and declassification of
information, documents, or material. In this
section, ‘‘information’ means facts, data, or
knowledge itself; ‘‘document’” means the
physical medium on or in which information
is recorded; and ‘‘material’”’ means a product
or substance which contains or reveals infor-
mation, regardless of its physical form or
characteristics. Classified information is
“Restricted Data’ and ‘‘Formerly Restricted
Data’ (classified under the Atomic Energy
Act of 1954, as amended) and ‘‘National Secu-
rity Information” (classified under Execu-
tive Order 12958 or prior Executive Orders).

The original decision to classify or declas-
sify information is considered an inherently
Governmental function. For this reason,

952.204-71

only Government personnel may serve as
original classifiers, i.e., Federal Government
Original Classifiers. Other personnel (Gov-
ernment or contractor) may serve as deriva-
tive classifiers which involves making classi-
fication decisions based upon classification
guidance which reflect decisions made by
Federal Government Original Classifiers.

The contractor or subcontractor shall en-
sure that any document or material that
may contain classified information is re-
viewed by either a Federal Government or a
Contractor Derivative Classifier in accord-
ance with classification regulations includ-
ing mandatory DOE directives and classifica-
tion/declassification guidance furnished to
the contractor by the Department of Energy
to determine whether it contains classified
information prior to dissemination. For in-
formation which is not addressed in classi-
fication/declassification guidance, but whose
sensitivity appears to warrant classification,
the contractor or subcontractor shall ensure
that such information is reviewed by a Fed-
eral Government Original Classifier.

In addition, the contractor or subcon-
tractor shall ensure that existing classified
documents (containing either Restricted
Data or Formerly Restricted Data or Na-
tional Security Information) which are in its
possession or under its control are periodi-
cally reviewed by a Federal Government or
Contractor Derivative Declassifier in accord-
ance with classification regulations, manda-
tory DOE directives and classification/de-
classification guidance furnished to the con-
tractor by the Department of Energy to de-
termine if the documents are no longer ap-
propriately classified. Priorities for declas-
sification review of classified documents
shall be based on the degree of public and re-
searcher interest and the likelihood of de-
classification upon review. Documents which
no longer contain classified information are
to be declassified. Declassified documents
then shall be reviewed to determine if they
are publicly releasable. Documents which
are declassified and determined to be pub-
licly releasable are to be made available to
the public in order to maximize the public’s
access to as much Government information
as possible while minimizing security costs.

The contractor or subcontractor shall in-
sert this clause in any subcontract which in-
volves or may involve access to classified in-
formation.

[49 FR 12042, Mar. 28, 1984, as amended at 59
FR 9108, Feb. 25, 1994; 62 FR 51802, Oct. 3,
1997]

952.204-71 Sensitive foreign nations
controls.
In accordance with 904.404(d)(3), the
contracting officer shall include the
following clause.
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SENSITIVE FOREIGN NATIONS CONTROLS (APR
1994)

(a) In connection with any activities in the
performance of this contract, the contractor
agrees to comply with the ‘‘Sensitive For-
eign Nations Controls” requirements at-
tached to this contract, relating to those
countries, which may from time to time, be
identified to the contractor by written no-
tice as sensitive foreign nations. The con-
tractor shall have the right to terminate its
performance under this contract upon at
least 60 days’ prior written notice to the con-
tracting officer if the contractor determines
that it is wunable, without substantially
interfering with its polices or without ad-
versely impacting its performance to con-
tinue performance of the work under this
contract as a result of such notification. If
the contractor elects to terminate perform-
ance, the provisions of this contract regard-
ing termination for the convenience of the
Government shall apply.

(b) The provisions of this clause shall be
included in any subcontracts.

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct.
2, 1984, as amended at 59 FR 9108, Feb. 25,
1994; 62 FR 2312, Jan. 16, 1997]

952.204-72 Disclosure of information.

As prescribed in 904.404(d)(4) this
clause may be used in place of the
clauses entitled ‘‘Security,” 952.204-2,
and ‘‘Classification,” 952.204-70, in con-
tracts with educational institutions for
research involving nuclear technology
which could but is not expected to
produce classified information or re-
stricted data.

DISCLOSURE OF INFORMATION (APR 1994)

(a) It is mutually expected that the activi-
ties under this contract will not involve clas-
sified information. It is understood, however,
that if in the opinion of either party, this ex-
pectation changes prior to the expiration or
terminating of all activities under this con-
tract, said party shall notify the other party
accordingly in writing without delay. In any
event, the contractor shall classify, safe-
guard, and otherwise act with respect to all
classified information in accordance with ap-
plicable law and the requirements of DOE,
and shall promptly inform DOE in writing if
and when classified information becomes in-
volved, or in the mutual judgment of the
parties it appears likely that classified infor-
mation or material may become involved.
The contractor shall have the right to termi-
nate performance of the work under this con-
tract and in such event the provisions of this
contract respecting termination for the con-
venience of the Government shall apply.

48 CFR Ch. 9 (10-1-06 Edition)

(b) The contractor shall not permit any in-
dividual to have access to classified informa-
tion except in accordance with the Atomic
Energy Act 1954, as amended, Executive
Order 12356, and DOE’s regulations or re-
quirements.

(c) The term Restricted Data as used in this
article means all data concerning the design,
manufacture, or utilization of atomic weap-
ons, the production of special nuclear mate-
rial or the use of special nuclear material in
the production of energy, but shall not in-
clude data declassified or removed from the
Restricted Data category pursuant to sec-
tion 142 of the Atomic Energy Act of 1954, as
amended.

[49 FR 12042, Mar. 28, 1984; 49 FR 38951, Oct.
2, 1984, as amended at 59 FR 9108, Feb. 25,
1994; 62 FR 2312, Jan. 16, 1997]

952.204-73 Facility clearance.

As prescribed in 904.404(d)(5), insert
the following provision in all solicita-
tions which require the use of Standard
Form 328, Certificate Pertaining to
Foreign Interests for contracts or sub-
contracts subject to the provisions of
904.70.

FACILITY CLEARANCE (MAY 2002)

Notices

Section 25636 of title 10, United States Code,
prohibits the award of a contract under a na-
tional security program to an entity con-
trolled by a foreign government if it is nec-
essary for that entity to be given access to
information in a proscribed category of in-
formation in order to perform the contract
unless a waiver is granted by the Secretary
of Energy. In addition, a Facility Clearance
and foreign ownership, control and influence
(FOCI) information are required when the
contract or subcontract to be awarded is ex-
pected to require employees to have access
authorizations.

Offerors who have either a Department of
Defense or a Department of Energy Facility
Clearance generally need not resubmit the
following foreign ownership information un-
less specifically requested to do so. Instead,
provide your DOE Facility Clearance code or
your DOD assigned commercial and govern-
ment entity (CAGE) code. If uncertain, con-
sult the office which issued this solicitation.

(a) Use of Certificate Pertaining to Foreign
Interests, Standard Form 328.

(1) The contract work anticipated by this
solicitation will require access to classified
information or special nuclear material.
Such access will require a Facility Clearance
for the Contractor organization and access
authorizations (security clearances) for Con-
tractor personnel working with the classified
information or special nuclear material. To
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