§1203.412

protection equivalent to that afforded
within the Executive Branch.

[48 FR 5890, Feb. 9, 1983]

§1203.412 Classification guides.

(a) General. A classification guide,
based upon classification determina-
tions made by appropriate program and
classification authorities, shall be
issued for each classified system, pro-
gram or project. Classification guides
shall:

(1) Identify the information elements
to be protected, using categorization
and subcategorization to the extent
necessary to ensure that the informa-
tion involved can be readily and uni-
formly identified.

(2) State which of the classification
designations (i.e., Top Secret, Secret or
Confidential) apply to the identified in-
formation elements.

(3) State the duration of each speci-
fied classification in terms of a period
of time or future event. Whenever a
specific time or future event for declas-
sification cannot be predetermined, the
following notation will be used: DE-
CLASSIFY ON: Originating Agency’s
Determination Required or “OADR.”

(4) Indicate specifically that the des-
ignations, time limits, markings and
other requirements of ‘““the Order’ are
to be applied to information classified
pursuant to the guide.

(5) Be approved personally and in
writing by an official with original Top
Secret classification authority; the
identity of the official will be shown on
the guide. Such approval constitutes
an original classification decision. Nor-
mally, all guides will be approved by
the Chairperson, NASA Information
Security Program Committee, whose
office will maintain a list of all classi-
fication guides in current use.

(b) Review of classification guides.
Classification guides shall be reviewed
by the originator for currency and ac-
curacy not less than once every two
years. Changes shall be in strict con-
formance with the provisions of this
part 1203 and shall be issued promptly.
If no changes are made, the originator
shall so annotate the record copy and
show the date of the review.

[44 FR 34913, June 18, 1979, as amended at 48
FR 5891, Feb. 9, 1983]
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Subpart E—Derivative
Classification

§1203.500 Use of derivative classifica-
tion.

The application of derivative classi-
fication markings is a responsibility of
those who incorporate, paraphrase, re-
state, or generate in new form informa-
tion that is already classified, and of
those who apply markings in accord-
ance with instructions from an author-
ized original classifier or in accordance
with an authorized classification guide.
If a person who applied derivative clas-
sification markings believes that the
paraphrasing, restating, or summa-
rizing of classified information has
changed the level of or removed the
basis for -classification, that person
must consult for a determination with
an appropriate official of the origi-
nating agency or office of origin who
has the authority to upgrade, down-
grade, or declassify the information.

[48 FR 5891, Feb. 9, 1983]

§1203.501 Applying derivative classi-
fication markings.

Persons who apply derivative classi-
fication markings shall:

(a) Observe and respect original clas-
sification decisions:

(b) Verify the information’s current
level of classification so far as prac-
ticable before applying the markings;
and

(c) Carry forward to newly created
documents any assigned authorized
markings. The declassification date or
event that provides the longest period
of classification shall be used for docu-
ments classified on the basis of mul-
tiple sources.

[44 FR 34913, June 18, 1979, as amended at 48
FR 5891, Feb. 9, 1983]

Subpart F—Declassification and
Downgrading

§1203.600 Policy.

Information shall be declassified or
downgraded as soon as national secu-
rity considerations permit. NASA re-
views of classified information shall be
coordinated with other agencies that
have a direct interest in the subject
matter. Information that continues to
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meet the classification requirements
prescribed by §1203.400 despite the pas-
sage of time will continue to be pro-
tected in accordance with ‘‘the Order.”

[48 FR 5891, Feb. 9, 1983]

§1203.601 Responsibilities.

Officials authorized original classi-
fication authority may declassify or
downgrade information that is subject
to the final classification jurisdiction
of NASA and shall take such action in
accordance with the provisions of this
subpart F.

§1203.602 Authorization.

Information shall be declassified or
downgraded by the official who author-
ized the original classification, if that
official is still serving in the same po-
sition, the originator’s successor, a su-
pervisory official of either, or officials
delegated such authority in writing by
the Administrator or the Chairperson,
NASA Information Security Program
Committee.

[48 FR 5891, Feb. 9, 1983]

§1203.603 Systematic review for de-
classification.

(a) General. (1) Except for foreign gov-
ernment information as provided in
subpart G of this part, classified infor-
mation constituting permanently valu-
able records of the government as de-
fined by 44 U.S.C. 2103, and information
in the possession and control of the Ad-
ministrator of General Services Ad-
ministration pursuant to 44 U.S.C. 2107
or 2107 note, shall be reviewed for de-
classification as it becomes 30 years
old.

(2) Systematic review for declas-
sification of classified cryptologic in-
formation will be coordinated through
the National Security Agency.

(3) Systematic review for declas-
sification of classified information per-
taining to intelligence activities (in-
cluding special activities) or intel-
ligence sources or methods will be co-
ordinated through the Central Intel-
ligence Agency.

(4) The Chairperson, NASA Informa-
tion Security Program Committee,
shall designate experienced personnel
to assist the Archivist of the United
States in the systematic review of 30-
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year old U.S. originated information
and 30-year old foreign information.
Such personnel shall:

(i) Provide guidance and assistance
to National Archives and Records Serv-
ice employees in identifying and sepa-
rating documents and specific cat-
egories of information within docu-
ments which are deemed to require
continued classification; and

(ii) Develop reports of information or
document categories so separated, with
recommendations concerning contin-
ued classification.

(b) Systematic review guidelines. The
Chairperson, NASA Information Secu-
rity Program Committee, shall de-
velop, in coordination with NASA orga-
nizational elements, guidelines for the
systematic review for declassification
of 30-year old classified information
under NASA’s jurisdiction. (See sub-
part G of this part, Foreign Govern-
ment Information.) The guidelines
shall state specific limited categories
of information which, because of their
national security sensitivity, should
not be declassified automatically but
should be reviewed item-by-item to de-
termine whether continued protection
beyond 30 years is needed. These guide-
lines are authorized for use by the Ar-
chivist of the United States and, with
the approval of the Administrator, by
an agency having custody of the infor-
mation covered by the guidelines. All
information, except foreign govern-
ment information, cryptologic infor-
mation, and information pertaining to
intelligence sources or methods, not
identified in these guidelines as requir-
ing review and for which a prior auto-
matic declassification date has not
been established shall be declassified
automatically at the end of 30 years
from the date of original classification.
These guidelines shall be reviewed at
least every b years and revised as nec-
essary unless an earlier review for revi-
sion is requested by the Archivist of
the United States. Copies of the declas-
sification guidelines promulgated by
NASA will be provided to the Informa-
tion Security Oversight Office, GSA.

(c) Systematic review procedures. (1) All
security classified records 30 years old
or older, whether held in storage areas
under installation control or in Federal
Records Centers, will be surveyed to



