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Subpart A—Classification and De-
classification of National Se-
curity Information 

§ 1312.1 Purpose and authority. 

This subpart sets forth the proce-
dures for the classification and declas-
sification of national security informa-
tion in the possession of the Office of 
Management and Budget. It is issued 
under the authority of Executive Order 
12958, (60 FR 19825, 3 CFR, 1995 Comp., 
P.333), as implemented by Information 
Security Oversight Office Directive No. 
1 (32 CFR part 2001), and is applicable 
to all OMB employees. 

§ 1312.2 Responsibilities. 

The effectiveness of the classification 
and declassification program in OMB 
depends entirely on the amount of at-
tention paid to it by supervisors and 
their staffs in those offices and divi-
sions that possess or produce classified 
material. Officials who originate clas-
sified information are responsible for 
proper assignment of a classification to 
that material and for the decision as to 
its declassification. Officials who 
produce documents containing classi-
fied information must determine the 
source of the classification for that in-
formation and must ensure that the 
proper identity of that source is shown 
on the document. Custodians of classi-
fied material are responsible for its 
safekeeping and for ensuring that such 
material is adequately marked as to 
current classification. Custodians are 
also responsible for the control of and 
accounting for all classified material 
within their area of jurisdiction as pre-
scribed in OMB Manual Section 1030. 

(a) EOP Security Officer. In coopera-
tion with the Associate Director (or 
Assistant Director) for Administration, 
the EOP Security Officer supervises 
the administration of this section and 
develops programs to assist in the com-
pliance with the Order. Specifically, 
he: 

(1) Promotes the correct under-
standing of this section by all employ-
ees by providing annual security re-
fresher briefings and ensures that new 
employees attend initial briefings 
about overall security procedures and 
policies. 
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(2) Issues and keeps current such 
classification guides and guidelines for 
review for declassification as are re-
quired by the Order. 

(3) Conducts periodic reviews of clas-
sified documents produced and provides 
assistance and guidance where nec-
essary. 

(4) Maintains and publishes a current 
listing of all officials who have been 
designated in writing to have Top Se-
cret, Secret, and Confidential original 
classification authority. 

(b) Heads of divisions or offices. The 
head of each division or major organi-
zational unit is responsible for the ad-
ministration of this section within his 
or her area. Appropriate internal guid-
ance should be issued to cover special 
or unusual conditions within an office. 

§ 1312.3 Classification requirements. 
United States citizens must be kept 

informed about the activities of their 
Government. However, in the interest 
of national security, certain official in-
formation must be subject to con-
straints on its dissemination or re-
lease. This information is classified in 
order to provide that protection. 

(a) Information shall be considered 
for classification if it concerns: 

(1) Military plans, weapons systems, 
or operations; 

(2) Foreign government information; 
(3) Intelligence activities (including 

special activities), intelligence sources 
or methods, or cryptology; 

(4) Foreign relations or foreign ac-
tivities of the United States, including 
confidential sources; 

(5) Scientific, technological, or eco-
nomic matters relating to the national 
security; 

(6) United States Government pro-
grams for safeguarding nuclear mate-
rials or facilities; or 

(7) Vulnerabilities or capabilities of 
systems, installations, projects or 
plans relating to the national security. 

(b) When information is determined 
to meet one or more of the criteria in 
paragraph (a) of this section, it shall be 
classified by an original classification 
authority when he/she determines that 
its unauthorized disclosure reasonably 
could be expected to cause at least 
identifiable damage to the national se-
curity. 

(c) Unauthorized disclosure of foreign 
government information, including the 
identity of a confidential foreign 
source of intelligence sources or meth-
ods, is presumed to cause damage to 
the national security. 

(d) Information classified in accord-
ance with this section shall not be de-
classified automatically as a result of 
any unofficial or inadvertent or unau-
thorized disclosure in the United 
States or abroad of identical or similar 
information. 

§ 1312.4 Classified designations. 

(a) Except as provided by the Atomic 
Energy Act of 1954, as amended, (42 
U.S.C. 2011) or the National Security 
Act of 1947, as amended, (50 U.S.C. 401) 
Executive Order 12958 provides the only 
basis for classifying information. Infor-
mation which meets the test for classi-
fication may be classified in one of the 
following three designations: 

(1) Top Secret. This classification 
shall be applied only to information 
the unauthorized disclosure of which 
reasonably could be expected to cause 
exceptionally grave damage to the na-
tional security that the original classi-
fication authority is able to identify or 
describe. 

(2) Secret. This classification shall be 
applied only to information the unau-
thorized disclosure of which reasonably 
could be expected to cause serious 
damage to the national security that 
the original classification authority is 
able to identify or describe. 

(3) Confidential. This classification 
shall be applied only to information 
the unauthorized disclosure of which 
reasonably could be expected to cause 
damage to the national security that 
the original classification authority is 
able to identify or describe. 

(b) If there is significant doubt about 
the need to classify information, it 
shall not be classified. If there is sig-
nificant doubt about the appropriate 
level of classification, it shall be classi-
fied at the lower level. 

§ 1312.5 Authority to classify. 

(a) The authority to originally clas-
sify information or material under this 
part shall be limited to those officials 
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