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(g) Responding to requests made under
the Freedom of Information Act or State,
local, and tribal information access laws.
PCII shall be treated as exempt from
disclosure under the Freedom of Infor-
mation Act and any State or local law
requiring disclosure of records or infor-
mation. Any Federal, State, local, or
tribal government agency with ques-
tions regarding the protection of PCII
from public disclosure shall contact
the PCIlI Program Manager, who shall
in turn consult with the DHS Office of
the General Counsel.

(h) Ex parte communications with deci-
sionmaking officials. Pursuant to sec-
tion 214(a)(1)(B) of the Homeland Secu-
rity Act of 2002, PCII is not subject to
any agency rules or judicial doctrine
regarding ex parte communications
with a decisionmaking official.

(i) Restriction on use of PCII in civil ac-
tions. Pursuant to section 214(a)(1)(C) of
the Homeland Security Act of 2002,
PCII shall not, without the written
consent of the person or entity submit-
ting such information, be used directly
by any Federal, State or local author-
ity, or by any third party, in any civil
action arising under Federal, State,
local, or tribal law.

§29.9 Investigation and reporting of
violation of PCII procedures.

(a) Reporting of possible violations.
Persons authorized to have access to
PCII shall report any suspected viola-
tion of security procedures, the loss or
misplacement of PCII, and any sus-
pected unauthorized disclosure of PCII
immediately to the PCII Program Man-
ager or the PCIl Program Manager’s
designees. Suspected violations may
also be reported to the DHS Inspector
General. The PCII Program Manager or
the PCII Program Manager’s designees
shall in turn report the incident to the
appropriate Security Officer and to the
DHS Inspector General.

(b) Review and investigation of written
report. The PCIl Program Manager, or
the appropriate Security Officer shall
notify the DHS Inspector General of
their intent to investigate any alleged
violation of procedures, loss of infor-
mation, and/or unauthorized disclo-
sure, prior to initiating any such inves-
tigation. Evidence of wrongdoing re-
sulting from any such investigations
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by agencies other than the DHS Inspec-
tor General shall be reported to the De-
partment of Justice, Criminal Division,
through the DHS Office of the General
Counsel. The DHS Inspector General
also has authority to conduct such in-
vestigations, and shall report any evi-
dence of wrongdoing to the Department
of Justice, Criminal Division, for con-
sideration of prosecution.

(c) Notification to originator of PCII. If
the PCIlI Program Manager or the ap-
propriate Security Officer determines
that a loss of information or an unau-
thorized disclosure has occurred, the
PCIl Program Manager or the PCII
Program Manager’s designees shall no-
tify the person or entity that sub-
mitted the PCII, unless providing such
notification could reasonably be ex-
pected to hamper the relevant inves-
tigation or adversely affect any other
law enforcement, national security, or
homeland security interest.

(d) Criminal and administrative pen-
alties. (1) As established in section
214(f) of the CIl Act, whoever, being an
officer or employee of the United
States or of any department or agency
thereof, knowingly publishes, divulges,
discloses, or makes known in any man-
ner or to any extent not authorized by
law, any information protected from
disclosure by the Cll Act coming to the
officer or employee in the course of his
or her employment or official duties or
by reason of any examination or inves-
tigation made by, or return, report, or
record made to or filed with, such de-
partment or agency or officer or em-
ployee thereof, shall be fined under
title 18 of the United States Code, im-
prisoned not more than one year, or
both, and shall be removed from office
or employment.

(2) In addition to the penalties set
forth in paragraph (d)(1) of this section,
if the PCIl Program Manager deter-
mines that an entity or person who has
received PCIl has violated the provi-
sions of this Part or used PCII for an
inappropriate purpose, the PCIl Pro-
gram Manager may disqualify that en-
tity or person from future receipt of
any PCII or future receipt of any sen-
sitive homeland security information
under section 892 of the Homeland Se-
curity Act, provided, however, that any
such decision by the PCIlI Program
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Manager may be appealed to the Office of the Under Secretary for Prepared-
ness.
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