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information will be automatically de-
classified. 

(b) The original classification au-
thority shall attempt to establish a 
specific date or event not more than 10 
years after the date of origination in 
which the information will be auto-
matically declassified. If the original 
classification authority cannot deter-
mine an earlier specific date or event it 
shall be marked for automatic declas-
sification 10 years from the date of 
origination. 

(c) If the original classification au-
thority determines that the sensitivity 
of the information requires classifica-
tion beyond 10 years, it may be marked 
for automatic declassification for up to 
25 years from the date of original clas-
sification decision. 

(d) Original classification authorities 
do not have the authority to classify or 
retain the classification of information 
beyond 25 years from the date of origi-
nation. The only exception to this rule 
is when disclosure of the information 
could be expected to reveal the iden-
tity of a confidential human source or 
human intelligence source. In this in-
stance, the information may be marked 
for declassification as ‘‘25X1–Human,’’ 
indicating that the information is ex-
empt from the ‘‘25 Year Rule’’ for auto-
matic declassification. This marking is 
not authorized for use when the infor-
mation pertains to non-human intel-
ligence sources or intelligence meth-
ods. In all other instances, classifica-
tion beyond 25 years shall only be au-
thorized in accordance with § 7.28 of 
this part and Executive Order 12958, as 
amended. 

§ 7.25 Identification and markings. 
(a) Classified information must be 

marked pursuant to the standards set 
forth in section 1.6 of Executive Order 
12958, as amended; 32 CFR part 2001, 
subpart B; and internal DHS guidance 
provided by the Chief Security Officer. 

(b) Foreign government information 
shall retain its original classification 
markings or be assigned a U.S. classi-
fication that provides a degree of pro-
tection at least equivalent to that re-
quired by the entity that furnished the 
information. 

(c) Information assigned a level of 
classification under predecessor Execu-

tive Orders shall remain classified at 
that level of classification, except as 
otherwise provided herein, i.e., the in-
formation is reclassified or declas-
sified. 

§ 7.26 Derivative classification. 

(a) Derivative classification is de-
fined as the incorporating, para-
phrasing, restating, or generating in a 
new form information that is already 
classified, and marking the newly de-
veloped material consistent with the 
classification markings that apply to 
the source information. Information is 
also derivatively classified when classi-
fication is based on instructions pro-
vided in a security classification guide. 

(b) Persons need not possess original 
classification authority to derivatively 
classify information based on source 
documents or classification guides. 

(c) Persons who apply derivative clas-
sification markings shall observe origi-
nal classification decisions and carry 
forward to any newly created docu-
ments the pertinent classification 
markings. 

(d) Information classified deriva-
tively from other classified informa-
tion shall be classified and marked in 
accordance with the standards set 
forth in sections 2.1 and 2.2 of Execu-
tive Order 12958, as amended, 32 CFR 
2001.22, and internal DHS guidance pro-
vided by the Chief Security Officer. 

§ 7.27 Declassification and down-
grading. 

(a) Classified information shall be de-
classified as soon as it no longer meets 
the standards for classification. Declas-
sification and downgrading is governed 
by Part 3 of Executive Order 12958, as 
amended, implementing ISOO direc-
tives at 32 CFR part 2001, subpart C, 
and applicable internal DHS direction 
provided by the Chief Security Officer. 

(b) Information shall be declassified 
or downgraded by the official who au-
thorized the original classification if 
that official is still serving in the same 
position, the originator’s successor, or 
a supervisory official of either, or by 
officials delegated such authority in 
writing by the Secretary of Homeland 
Security or the Chief Security Officer. 
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(c) It is presumed that information 
that continues to meet the classifica-
tion requirements under Executive 
Order 12958, as amended, requires con-
tinued protection. In some exceptional 
cases during declassification reviews, 
the need to protect classified informa-
tion may be outweighed by the public 
interest in disclosure of the informa-
tion, and in these cases the informa-
tion should be declassified. If it ap-
pears that the public interest in disclo-
sure of the information may outweigh 
the need to protect the information, 
the declassification reviewing official 
shall refer the information with a rec-
ommendation for decision to the Chief 
Security Officer. The Chief Security 
Officer shall review the information 
and make a recommendation to the 
Secretary on whether the public inter-
est in disclosure outweighs the damage 
to national security that might reason-
ably be expected from disclosure. The 
Secretary shall decide whether to de-
classify the information. The decision 
of the Secretary shall be final. This 
provision does not amplify or modify 
the substantive criteria or procedures 
for classification or create any sub-
stantive or procedural rights subject to 
judicial review. 

(d) Each component shall develop 
schedules for declassification of 
records in the National Archives. 

§ 7.28 Automatic declassification. 
(a) Subject to paragraph (b) of this 

section, all classified information con-
tained in records that are more than 25 
years old that have been determined to 
have permanent historical value shall 
be declassified automatically on De-
cember 31, 2006. Subsequently, all clas-
sified information in such records shall 
be automatically declassified not later 
than 25 years after the date of its origi-
nal classification with the exception of 
specific information exempt from auto-
matic declassification pursuant to sec-
tion 3.3 (b) through (d) of Executive 
Order 12958, as amended. 

(b) At least 180 days before informa-
tion is declassified automatically 
under this section, the Chief Security 
Officer shall notify the ISOO of any 
specific information that DHS proposes 
to exempt from automatic declassifica-
tion. The notification shall include: 

(1) A description of the information; 
(2) An explanation of why the infor-

mation is exempt from automatic de-
classification and must remain classi-
fied for a longer period of time; and 

(3) A specific date or event for declas-
sification of the information whenever 
the information exempted does not 
identify a confidential human source or 
human intelligence source. 

(c) Proposed exemptions under this 
section shall be forwarded to the Chief 
Security Officer. When the Chief Secu-
rity Officer determines the exemption 
request is consistent with this section, 
he or she will submit the exemption re-
quest to the Executive Secretary of the 
Interagency Security Classification 
Appeals Panel (ISCAP) for approval. 

(d) Declassification guides that nar-
rowly and precisely define exempted 
information may be used to exempt in-
formation from automatic declassifica-
tion. Declassification guides must in-
clude the exemption notification infor-
mation detailed in paragraph (b) of this 
section, and be approved pursuant to 
paragraph (c) of this section. 

§ 7.29 Documents of permanent histor-
ical value. 

The original classification authority, 
to the greatest extent possible, shall 
declassify classified information con-
tained in records determined to have 
permanent historical value under 44 
U.S.C. 2107 before they are accessioned 
into the National Archives. 

§ 7.30 Classification challenges. 
(a) Authorized holders of information 

classified by DHS who, in good faith, 
believe that specific information is im-
properly or unnecessarily classified are 
encouraged and expected to challenge 
the classification status of that infor-
mation pursuant to section 1.8 of Exec-
utive Order 12958, as amended. Author-
ized holders may submit classification 
challenges in writing to the original 
classification authority with jurisdic-
tion over the information in question. 
If an original classification authority 
cannot be determined, the challenge 
shall be submitted to the Chief Secu-
rity Officer. The challenge need not be 
more specific than a question as to why 
the information is or is not classified, 
or is classified at a certain level. 
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