United States Postal Service

may be found on the Postal Service
Web site at  http://www.usps.com/
postagesolutions/programdoc.html or re-
quests for copies may be submitted via
mail to the address in 501.2(g). These
procedures apply to all proposed Post-
age Evidencing Systems regardless of
whether the provider is currently au-
thorized by the Postal Service to dis-
tribute Postage Evidencing Systems.
All testing required by the Postal Serv-
ice will be an expense of the provider.

(b) As provided in §501.11, the pro-
vider has a duty to report security
weaknesses to the Postal Service to en-
sure that each approved Postage Evi-
dencing System protects the Postal
Service against loss of revenue at all
times. A grant of approval of a system
does not constitute an irrevocable de-
termination that the Postal Service is
satisfied with the revenue-protection
capabilities of the system. After ap-
proval is granted to manufacture and/
or distribute a Postage Evidencing Sys-
tem, no change affecting its basic fea-
tures or safeguards may be made ex-
cept as authorized or ordered by the
Postal Service in writing.

§501.9 Demonstration or test Postage
Evidencing Systems.

(a) A demonstration or test postage
evidencing system is any system that
produces an image that replicates a
postage indicium for which the Postal
Service has not received payment for
postage. The following procedures must
be followed to implement controls over
demonstration or test Postage Evi-
dencing Systems:

(1) A demonstration or test Postage
Evidencing System may print only
specimen or test indicia. A specimen or
test indicia must clearly indicate that
the indicia does not represent valid
postage.

(2) A demonstration or test Postage
Evidencing System must be recorded as
such on internal provider inventory
records and must be tracked by model
number, serial number, and physical
location.

(3) A demonstration or test Postage
Evidencing System must remain under
the provider’s direct control. A dem-
onstration or test Postage Evidencing
System may not be left in the posses-

§501.11

sion of a customer under any cir-
cumstance.

(b) AIll indicia printed by a dem-
onstration or test Postage Evidencing
System must be collected and de-
stroyed daily.

§501.10 Postage Evidencing System
modifications.

(a) An authorized provider must re-
ceive prior written approval from the
manager, PTM, of any and all changes
made to a previously approved Postage
Evidencing System. The notification
must include a summary of all changes
made and the provider’s assessment as
to the impact of those changes on the
security of the Postage Evidencing
System and postage funds. Upon re-
ceipt of the notification, PTM will re-
view the summary of changes and
make a decision regarding the need for
the following:

(1) Additional documentation.

(2) Level of test and evaluation re-
quired.

(3) Necessity for evaluation by a lab-
oratory accredited by the National In-
stitutes of Standards and Technology
(NIST) under the National Voluntary
Laboratory Accreditation Program
(NVLAP).

(b) Upon receipt and review of addi-
tional documentation and/or test re-
sults, PTM will issue a written ac-
knowledgement and/or approval of the
change to the provider.

§501.11 Reporting Postage Evidencing
System security weaknesses.

(a) For purposes of this section, pro-
vider refers to the Postage Evidencing
System provider authorized under
§501.2 and its foreign affiliates, if any,
subsidiaries, assigns, dealers, inde-
pendent dealers, employees, and parent
corporations.

(b) Each authorized provider of a
Postage Evidencing System must no-
tify the Postal Service within twenty-
four (24) hours, upon discovery of the
following:

(1) All findings or results of any test-
ing known to the provider concerning
the security or revenue protection fea-
tures, capabilities, or failings of any
Postage Evidencing System sold,
leased, or distributed by it that has
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been approved for sale, lease, or dis-
tribution by the Postal Service or any
foreign postal administration; or has
been submitted for approval by the pro-
vider to the Postal Service or other
foreign postal administration(s).

(2) All potential security weaknesses
or methods of tampering with the Post-
age Evidencing Systems that the pro-
vider distributes of which it knows or
should know and the Postage Evidenc-
ing System model subject to each such
method. Potential security weaknesses
include but are not limited to sus-
pected equipment defects, suspected
abuse by a customer or provider em-
ployee, suspected security breaches of
the Computerized Meter Resetting Sys-
tem (CMRS) or databases housing con-
fidential customer data relating to the
use of Postage Evidencing Systems, oc-
currences outside normal performance,
or any repeatable deviation from nor-
mal Postage Evidencing System per-
formance.

(c) Within a time limit corresponding
to the potential revenue risk to postal
revenue as determined by the Postal
Service, the provider must submit a
written report to the Postal Service.
The report must include the cir-
cumstances, proposed investigative
procedure, and the anticipated comple-
tion date of the investigation. The pro-
vider must also provide periodic status
reports to the Postal Service during
subsequent investigation and, on com-
pletion, must submit a summary of the
investigative findings.

(d) The provider must establish and
adhere to timely and efficient proce-
dures for internal reporting of poten-
tial security weaknesses and shall pro-
vide a copy of such internal reporting
procedures and instructions to the
Postal Service for review.

(e) Failure to comply with this sec-
tion may result in suspension of ap-
proval under §501.6 or the imposition of
sanctions under §501.12.

§501.12 Administrative sanctions.

(a) An authorized Postage Evidencing
System provider may be responsible to
the Postal Service for revenue losses
caused by failure to comply with
§501.11.

(b) The Postal Service shall deter-
mine all costs and revenue losses meas-
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ured from the date that the provider
knew, or should have known, of a po-
tential security weakness, including,
but not limited to, administrative and
investigative costs and documented
revenue losses that result from any
Postage Evidencing System for which
the provider failed to comply with any
provision in §501.11. The Postal Service
issues a written demand for reimburse-
ment of any and all such costs and
losses (net of any amount collected by
the Postal Service from the customers)
with interest. The demand shall set
forth the facts and reasons on which it
is based.

(c) The provider may present the
Postal Service with a written defense
to the proposed action within thirty
(30) calendar days of receipt. The de-
fense must include all supporting evi-
dence and state with specificity the
reasons for which the sanction should
not be imposed.

(d) After receipt and consideration of
the defense, the Postal Service shall
advise the provider of the decision and
the facts and reasons for it; the deci-
sion shall be effective on receipt unless
it provides otherwise. The decision
shall also advise the provider that it
may, within thirty (30) calendar days
of receiving written notice, appeal that
determination to the Chief Marketing
Officer of the Postal Service who shall
issue a written decision upon the ap-
peal which will constitute the final
Postal Service decision.

(e) The imposition of an administra-
tive sanction under this section does
not preclude any other criminal or
civil statutory, common law, or admin-
istrative remedy that is available by
law to the Postal Service, the United
States, or any other person or entity.

(f) An authorized Postage Evidencing
System provider, who without just
cause fails to follow any Postal Service
approved procedures, perform ade-
quately any of the Postal Service ap-
proved controls, or fails to obtain ap-
proval of a required process in §501.14
in a timely fashion, is subject to an ad-
ministrative sanction under this provi-
sion §501.12.
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