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Service, the United States,
other person or entity.

or any

§501.7 Postage Evidencing System re-
quirements.

(a) A Postage Evidencing System
submitted to the Postal Service for ap-
proval must meet the requirements of
the Performance Criteria for Informa-
tion-Based Indicia and Security Archi-
tecture for Open IBI Postage Evidenc-
ing Systems or Performance Criteria
for Information-Based Indicia and Se-
curity Architecture for Closed IBI
Postage Metering Systems published
by PTM. The current versions of the
Performance Criteria may be found on
the Postal Service Web site at http:/
www.usps.com/postagesolutions/
programdoc.html or requests for copies
may be submitted via mail to the ad-
dress in §501.2(g).

(b) The provider must affix to all me-
ters a cautionary message providing
the meter user with basic reminders on
leasing and meter movement.

(1) The cautionary message must be
placed on all meters in a conspicuous
and highly visible location. PROP-
ERTY OF [NAME OF PROVIDER] as
well as the provider’s toll-free number
must be emphasized by capitalized bold
type and preferably printed in red. The
minimum width of the message should
be 3.25 inches, and the minimum height
should be 1.75 inches. The message
should read as follows:

RENTED POSTAGE METER-NOT FOR
SALE

PROPERTY OF [NAME OF PROVIDER]

(800) ###H—H##H
Use of this meter is permissible only under

U.S. Postal Service authorization. Call

[Name of Provider] at (800) ###—#### to relo-

cate/return this meter.

WARNING! METER TAMPERING IS A FED-
ERAL OFFENSE.

IF YOU SUSPECT METER TAMPERING,
CALL POSTAL INSPECTORS AT (800) 372—
8347
REWARD UP TO $50,000 for information

leading to the conviction of any person who

misuses postage meters resulting in the

Postal Service not receiving correct postage

payments.

(2) Exceptions to the formatting of
the required message are determined
on a case-by-case basis. Any deviation
from standardized meter message re-
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quirements must be approved in writ-
ing by the Postal Service.

(c) The provider must ensure that
any matter printed by a postage evi-
dencing system, whether within the
boundaries of the indicia or outside the
clear zone as defined in DMM 604.4.0
and the Performance Criteria for Infor-
mation-Based Indicia and Security Ar-
chitecture for Open IBl Postage Evi-
dencing Systems or Performance Cri-
teria for Information-Based Indicia and
Security Architecture for Closed IBI
Postage Metering Systems, is:

(1) Consistent with the Postal Serv-
ice’s intent to maintain neutrality on
religious, social, political, legal, moral,
or other public issues;

(2) Is not obscene, deceptive, or de-
famatory of any person, entity, or
group, and does not advocate unlawful
action;

(3) Does not emulate any form of
valid postage, government, or other of-
ficial indicia, or payment of postage;
and

(4) Does not harm the public image,
reputation, or good will of the Postal
Service and is not otherwise deroga-
tory or detrimental to the interests of
the Postal Service.

(d) Providers must also ensure that
customers acknowledge, agree, and
warrant in writing that:

(1) The customer bears full responsi-
bility and liability for obtaining au-
thorization to reproduce and otherwise
use the matter as proposed (including,
without limitation, any trademarks,
slogans, likenesses or copyrighted ma-
terial contained in the image);

(2) The customer in fact has the legal
authority to reproduce and otherwise
use the matter as proposed; and

(3) The customer understands that
images or other matter is not provided,
approved, or endorsed in any way by
the Postal Service.

§501.8 Postage Evidencing System test
and approval.

(@) To receive Postal Service ap-
proval, each Postage Evidencing Sys-
tem must be submitted by the provider
and evaluated by the Postal Service in
accordance with the Postage Evidenc-
ing Product Submission Procedures
published by PTM. The current version
of the Product Submission Procedures
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may be found on the Postal Service
Web site at  http://www.usps.com/
postagesolutions/programdoc.html or re-
quests for copies may be submitted via
mail to the address in 501.2(g). These
procedures apply to all proposed Post-
age Evidencing Systems regardless of
whether the provider is currently au-
thorized by the Postal Service to dis-
tribute Postage Evidencing Systems.
All testing required by the Postal Serv-
ice will be an expense of the provider.

(b) As provided in §501.11, the pro-
vider has a duty to report security
weaknesses to the Postal Service to en-
sure that each approved Postage Evi-
dencing System protects the Postal
Service against loss of revenue at all
times. A grant of approval of a system
does not constitute an irrevocable de-
termination that the Postal Service is
satisfied with the revenue-protection
capabilities of the system. After ap-
proval is granted to manufacture and/
or distribute a Postage Evidencing Sys-
tem, no change affecting its basic fea-
tures or safeguards may be made ex-
cept as authorized or ordered by the
Postal Service in writing.

§501.9 Demonstration or test Postage
Evidencing Systems.

(a) A demonstration or test postage
evidencing system is any system that
produces an image that replicates a
postage indicium for which the Postal
Service has not received payment for
postage. The following procedures must
be followed to implement controls over
demonstration or test Postage Evi-
dencing Systems:

(1) A demonstration or test Postage
Evidencing System may print only
specimen or test indicia. A specimen or
test indicia must clearly indicate that
the indicia does not represent valid
postage.

(2) A demonstration or test Postage
Evidencing System must be recorded as
such on internal provider inventory
records and must be tracked by model
number, serial number, and physical
location.

(3) A demonstration or test Postage
Evidencing System must remain under
the provider’s direct control. A dem-
onstration or test Postage Evidencing
System may not be left in the posses-

§501.11

sion of a customer under any cir-
cumstance.

(b) AIll indicia printed by a dem-
onstration or test Postage Evidencing
System must be collected and de-
stroyed daily.

§501.10 Postage Evidencing System
modifications.

(a) An authorized provider must re-
ceive prior written approval from the
manager, PTM, of any and all changes
made to a previously approved Postage
Evidencing System. The notification
must include a summary of all changes
made and the provider’s assessment as
to the impact of those changes on the
security of the Postage Evidencing
System and postage funds. Upon re-
ceipt of the notification, PTM will re-
view the summary of changes and
make a decision regarding the need for
the following:

(1) Additional documentation.

(2) Level of test and evaluation re-
quired.

(3) Necessity for evaluation by a lab-
oratory accredited by the National In-
stitutes of Standards and Technology
(NIST) under the National Voluntary
Laboratory Accreditation Program
(NVLAP).

(b) Upon receipt and review of addi-
tional documentation and/or test re-
sults, PTM will issue a written ac-
knowledgement and/or approval of the
change to the provider.

§501.11 Reporting Postage Evidencing
System security weaknesses.

(a) For purposes of this section, pro-
vider refers to the Postage Evidencing
System provider authorized under
§501.2 and its foreign affiliates, if any,
subsidiaries, assigns, dealers, inde-
pendent dealers, employees, and parent
corporations.

(b) Each authorized provider of a
Postage Evidencing System must no-
tify the Postal Service within twenty-
four (24) hours, upon discovery of the
following:

(1) All findings or results of any test-
ing known to the provider concerning
the security or revenue protection fea-
tures, capabilities, or failings of any
Postage Evidencing System sold,
leased, or distributed by it that has
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