1852.203-70

Subpart 1852.2—Texts of Provisions
and Clauses

1852.203-70 Display of Inspector Gen-
eral Hotline Posters.

As prescribed in 1803.7001, insert the
following clause:

DISPLAY OF INSPECTOR GENERAL HOTLINE
PoOsSTERS (JUN 2001)

(&) The Contractor shall display promi-
nently in common work areas within busi-
ness segments performing work under this
contract, Inspector General Hotline Posters
available under paragraph (b) of this clause.

(b) Inspector General Hotline Posters may
be obtained from NASA Office of Inspector
General, Code W, Washington, DC, 20546-0001,
(202) 358-1220.

[66 FR 29727, June 1, 2001]

1852.204-75 Security classification re-
quirements.

As prescribed in 1804.404-70, insert the
following clause:

SECURITY CLASSIFICATION REQUIREMENTS
(SEP 1989)

Performance under this contract will in-
volve access to and/or generation of classi-
fied information, work in a security area, or
both, up to the level of

) [insert the applicable
security clearance level]. See Federal Acqui-
sition Regulation clause 52.204-2 in this con-
tract and DD Form 254, Contract Security
Classification Specification, Attachment

[Insert the attachment number of
the DD Form 254].

(End of clause)

[61 FR 40548, Aug. 5, 1996]

1852.204-76 Security requirements for
unclassified information
technolocgy resources.

As prescribed in 1804.470-4(a), insert
the following clause:

SECURITY REQUIREMENTS FOR UNCLASSIFIED
INFORMATION TECHNOLOGY RESOURCES
(MAY 2007)

(a) The Contractor shall be responsible for
information and information technology (IT)
security when—

(1) The Contractor or its subcontractors
must obtain physical or electronic (i.e., au-
thentication level 2 and above as defined in
National Institute of Standards and Tech-
nology (NIST) Special Publication (SP) 800-
63, Electronic Authentication Guideline) ac-
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cess to NASA’s computer systems, networks,
or IT infrastructure; or

(2) Information categorized as low, mod-
erate, or high by the Federal Information
Processing Standards (FIPS) 199, Standards
for Security Categorization of Federal Infor-
mation and Information Systems is stored,
generated, processed, or exchanged by NASA
or on behalf of NASA by a contractor or sub-
contractor, regardless of whether the infor-
mation resides on a NASA or a contractor/
subcontractor’s information system.

(b) IT Security Requirements.

(1) Within 30 days after contract award, a
Contractor shall submit to the Contracting
Officer for NASA approval an IT Security
Plan, Risk Assessment, and FIPS 199, Stand-
ards for Security Categorization of Federal
Information and Information Systems, As-
sessment. These plans and assessments, in-
cluding annual updates shall be incorporated
into the contract as compliance documents.

(i) The IT system security plan shall be
prepared consistent, in form and content,
with NIST SP 800-18, Guide for Developing
Security Plans for Federal Information Sys-
tems, and any additions/augmentations de-
scribed in NASA Procedural Requirements
(NPR) 2810, Security of Information Tech-
nology. The security plan shall identify and
document appropriate IT security controls
consistent with the sensitivity of the infor-
mation and the requirements of Federal In-
formation Processing Standards (FIPS) 200,
Recommended Security Controls for Federal
Information Systems. The plan shall be re-
viewed and updated in accordance with NIST
SP 800-26, Security Self-Assessment Guide
for Information Technology Systems, and
FIPS 200, on a yearly basis.

(ii) The risk assessment shall be prepared
consistent, in form and content, with NIST
SP 800-30, Risk Management Guide for Infor-
mation Technology Systems, and any addi-
tions/augmentations described in NPR 2810.
The risk assessment shall be updated on a
yearly basis.

(iif) The FIPS 199 assessment shall identify
all information types as well as the ‘“‘high
water mark,” as defined in FIPS 199, of the
processed, stored, or transmitted informa-
tion necessary to fulfill the contractual re-
quirements.

(2) The Contractor shall produce contin-
gency plans consistent, in form and content,
with NIST SP 800-34, Contingency Planning
Guide for Information Technology Systems,
and any additions/augmentations described
in NPR 2810. The Contractor shall perform
yearly “‘Classroom Exercises.” ‘“‘Functional
Exercises,”” shall be coordinated with the
Center CIOs and be conducted once every
three years, with the first conducted within
the first two years of contract award. These
exercises are defined and described in NIST
SP 800-34.
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