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(i) IT-1—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause very serious adverse
impact to NASA missions. These systems in-
clude, for example, those that can transmit
commands directly modifying the behavior
of spacecraft, satellites or aircraft.

(ii) IT-2—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause serious adverse im-
pact to NASA missions. These systems in-
clude, for example, those that can transmit
commands directly modifying the behavior
of payloads on spacecraft, satellites or air-
craft; and those that contain the primary
copy of ““level 1’ information whose cost to
replace exceeds one million dollars.

(iii) IT-3—Individuals having privileged ac-
cess or limited privileged access to systems
whose misuse can cause significant adverse
impact to NASA missions. These systems in-
clude, for example, those that interconnect
with a NASA network in a way that exceeds
access by the general public, such as bypass-
ing firewalls; and systems operated by the
Contractor for NASA whose function or in-
formation has substantial cost to replace,
even if these systems are not interconnected
with a NASA network.

(3) Screening for individuals shall employ
forms appropriate for the level of risk as es-
tablished in Chapter 4, NPR 1600.1.

(4) The Contractor may conduct its own
screening of individuals requiring privileged
access or limited privileged access provided
the Contractor can demonstrate to the Con-
tracting Officer that the procedures used by
the Contractor are equivalent to NASA’s
personnel screening procedures for the risk
level assigned for the IT position.

(5) Subject to approval of the Contracting
Officer, the Contractor may forgo screening
of Contractor personnel for those individuals
who have proof of a—

(i) Current or recent national
clearances (within last three years);

(ii) Screening conducted by NASA within
the last three years that meets or exceeds
the screening requirements of the IT posi-
tion; or

(iii) Screening conducted by the Con-
tractor, within the last three years, that is
equivalent to the NASA personnel screening
procedures as approved by the Contracting
Officer and concurred on by the CCS.

(d) The Contracting Officer may waive the
requirements of paragraphs (b) and (c)(1)
through (c)(3) upon request of the Con-
tractor. The Contractor shall provide all rel-
evant information requested by the Con-
tracting Officer to support the waiver re-
quest.

(e) The Contractor shall contact the Con-
tracting Officer for any documents, informa-
tion, or forms necessary to comply with the
requirements of this clause.
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(f) At the completion of the contract, the
contractor shall return all NASA informa-
tion and IT resources provided to the con-
tractor during the performance of the con-
tract and certify that all NASA information
has been purged from contractor-owned sys-
tems used in the performance of the con-
tract.

(9) The Contractor shall insert this clause,
including this paragraph (g), in all sub-
contracts:

(1) Have physical or electronic access to
NASA’s computer systems, networks, or IT
infrastructure; or

(2) Use information systems to generate,
store, process, or exchange data with NASA
or on behalf of NASA, regardless of whether
the data resides on a NASA or a contractor’s
information system.

(End of clause)

[72 FR 26562, May 10, 2007]

1852.208-81 Restrictions on Printing
and Duplicating.

As prescribed in 1808.870, insert the
following clause:

RESTRICTIONS ON PRINTING AND DUPLICATING
(NOV 2004)

(a) The Contractor may duplicate or copy
any documentation required by this contract
in accordance with the provisions of the Gov-
ernment Printing and Binding Regulations,
No. 26, S. Pub 101-9, U.S. Government Print-
ing Office, Washington, DC, 20402, published
by the Joint Committee on Printing, U.S.
Congress.

(b) The Contractor shall not perform, or
procure from any commercial source, any
printing in connection with the performance
of work under this contract. The term

“printing”” includes the processes of com-
position, platemaking, presswork, dupli-
cating, silk screen processes, binding,

microform, and the end items of such proc-
esses and equipment.

(c) The Contractor is authorized to dupli-
cate or copy production units provided the
requirement does not exceed 5,000 production
units of any one page or 25,000 units in the
aggregate of multiple pages. Such pages may
not exceed a maximum image size of 10-% by
14-%. inches. A ‘‘production unit” is one
sheet, size 8-%x11 inches (215x280 mm), one
side only, and one color ink.

(d) This clause does not preclude writing,
editing, preparation of manuscript copy, or
preparation of related illustrative material
as a part of this contract, or administrative
duplicating/copying (for example, necessary
forms and instructional materials used by
the Contractor to respond to the terms of the
contract).
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(e) Costs associated with printing, dupli-
cating, or copying in excess of the limits in
paragraph (c) of this clause are unallowable
without prior written approval of the Con-
tracting Officer. If the Contractor has reason
to believe that any activity required in ful-
fillment of the contract will necessitate any
printing or substantial duplicating or copy-
ing, it immediately shall provide written no-
tice to the Contracting Officer and request
approval prior to proceeding with the activ-
ity. Requests will be processed by the Con-
tracting Officer in accordance with the pro-
visions of the Government Printing and
Binding Regulations, NFS 1808.802, and NPR
1490.5, NASA Procedural Requirements for
Printing, Duplicating, and Copying Manage-
ment.

(f) The Contractor shall include in each
subcontract which may involve a require-
ment for any printing, duplicating, and copy-
ing in excess of the limits specified in para-
graph (c) of this clause, a provision substan-
tially the same as this clause, including this
paragraph (f).

(End of clause)

[66 FR 53548, Oct. 23, 2001, as amended at 69
FR 63459, Nov. 2, 2004]

1852.209-70 Product removal
Qualified Products List.

As prescribed in 1809.206-71, insert the
following clause:

from

PRODUCT REMOVAL FROM QUALIFIED
PrRobDuUCTS LIST (DEC 1988)

If, during the performance of this contract,
the product being furnished is removed from
the Qualified Products List for any reason,
the Government may terminate the contract
for Default pursuant to the default clause of
the contract.

(End of clause)

[61 FR 40549, Aug. 5, 1996]

1852.209-71 Limitation of future con-
tracting.

As prescribed in 1809.507-2, the con-
tracting officer may insert a clause
substantially as follows in solicitations
and contracts, in compliance with FAR
9.507-2:

LIMITATION OF FUTURE CONTRACTING (DEC
1988)

(a) The Contracting Officer has determined
that this acquisition may give rise to a po-
tential organizational conflict of interest.
Accordingly, the attention of prospective

1852.210-70

offerors is invited to FAR Subpart 9.5—Orga-
nizational Conflicts of Interest.

(b) The nature of this conflict is [describe
the conflict].

(¢) The restrictions upon future con-
tracting are as follows:

(1) If the Contractor, under the terms of
this contract, or through the performance of
tasks pursuant to this contract, is required
to develop specifications or statements or
work that are to be incorporated into a solic-
itation, the Contractor shall be ineligible to
perform the work described in that solicita-
tion as a prime of first-tier subcontractor
under an ensuing NASA contract. This re-
striction shall remain in effect for a reason-
able time, as agreed to by the Contracting
Officer and the Contractor, sufficient to
avoid unfair competitive advantage or poten-
tial bias (this time shall in no case be less
than the duration of the initial production
contract). NASA shall not unilaterally re-
quire the Contractor to prepare such speci-
fications or statements of work under this
contract.

(2) To the extent that the work under this
contract requires access to proprietary, busi-
ness confidential, or financial data of other
companies, and as long as these data remain
proprietary or confidential, the Contractor
shall protect these data from unauthorized
use and disclosure and agrees not to use
them to complete with those other compa-
nies.

(End of clause)

[61 FR 40549, Aug. 5, 1996]

1852.209-72 Composition of the con-
tractor.
As prescribed in 1809.670, insert the
following clause:

COMPOSITION OF THE CONTRACTOR (DEC 1988)

If the Contractor is comprised of more
than one legal entity, each entity shall be
jointly and severally liable under this con-
tract.

(End of clause)

[61 FR 40549, Aug. 5, 1996]

1852.210-70 Brand name or equal.

As prescribed in 1810.011-70(a), insert
the following provision:

BRAND NAME OR EQUAL (DEC 1988)

(a) As used in this provision, “brand name”’
means identification of products by make
and model. The term “‘bid”” means ‘‘offer” if
this is a negotiated acquisition.

(b) If items called for by this solicitation
are identified in the Schedule by a “‘brand
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