3003.101
3003.204 Treatment of violations.

Subpart 3003.3—Reporits Of Suspected
Antitrust Violations

3003.301 General.
Subpart 3003.4—Contingent Fees

3003.405 Misrepresentations or violations of
the Covenant Against Contingent Fees.

Subpart 3003.5—Other Improper Business
Practices

3003.502 Subcontractor kickbacks.
3003.502-2 Subcontractor kickbacks.

Subpart 3003.9—Whistleblower Protections
for Contractor Employees

3003.901 Definitions.
AUTHORITY: 41 U.S.C. 418b (a) and (b).

SOURCE: 68 FR 67871, Dec. 4, 2003, unless
otherwise note.

Subpart 3003.1—Safeguards
3003.101 Standards of conduct.

3003.101-3 Agency regulations.

Government-wide and Department of
Homeland Security regulations gov-
erning the conduct and responsibilities
of employees are contained in 5 CFR
part 2635, and MD 0480.1, Ethics/Stand-
ards of Conduct, or any replacement
Management Directive.

[68 FR 67871, Dec. 4, 2003, as amended at 71
FR 25768, May 2, 2006]

Subpart 3003.2—Contractor Gratu-
ities to Government Per-
sonnel

3003.203 Reporting suspected viola-
tions of the Gratuities clause.

(a) Suspected violations shall be re-
ported to the contracting officer re-
sponsible for the acquisition (or the
COCO if the contracting officer is sus-
pected of the violation). The con-
tracting officer (or the COCO) shall ob-
tain from the person reporting the vio-
lation, and any witnesses to the viola-
tion, the following information:

(1) The date, time, and place of the
suspected violation;

(2) The name and title (if known) of
the individual(s) involved in the viola-
tion; and
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(3) The details of the violation (e.g.,
the gratuity offered or intended) to ob-
tain a contract or favorable treatment
under a contract.

(4) The person reporting the violation
and witnesses (if any) shall be re-
quested to sign and date the informa-
tion certifying that the information
furnished is true and correct.

(b) The contracting officer shall sub-
mit the report to the COCO (unless the
alleged violation was directly reported
to the COCO) and the Head of the Con-
tracting Activity (HCA) for further ac-
tion. The COCO and HCA will deter-
mine, with the advice of the Compo-
nent legal counsel, whether the case
warrants submission to the OIG, or
other investigatory organization.

[68 FR 67871, Dec. 4, 2003, as amended at 71
FR 25768, May 2, 2006; 71 FR 48801, Aug. 22,
2006]

3003.204 Treatment of violations.

(a) The HCA is the individual to de-
termine whether a Gratuities clause
violation has occurred. If the HCA has
been personally and substantially in-
volved in the specific procurement, the
advice of Government legal counsel
should be sought to determine whether
an alternate decision maker should be
designated.

(b) The COCO shall ensure that the
hearing procedures required by (FAR)
48 CFR 3.204(b) are afforded to the con-
tractor. Government legal counsel
shall be consulted regarding the appro-
priateness of the hearing procedures
that are established.

(c) If the HCA determines that the al-
leged gratuities violation occurred dur-
ing the ‘“‘conduct of an agency procure-
ment’’ the COCO shall consult with
Government legal counsel regarding
appropriate action.

[68 FR 67871, Dec. 4, 2003, as amended at 71
FR 25768, May 2, 2006]

Subpart 3003.3—Reports Of
Suspected Antitrust Violations

3003.301 General.

(b) The procedures at (HSAR) 48 CFR
3003.203 shall be followed for suspected
antitrust violations, except reports of
suspected antitrust violations shall be



Homeland Security Department

coordinated with legal counsel for re-
ferral to the Department of Justice, if
deemed appropriate.

Subpart 3003.4—Contingent Fees

3003.405 Misrepresentations or viola-
tions of the Covenant Against Con-
tingent Fees.

(a) The procedures at (HSAR) 48 CFR
3003.203 shall be followed for misrepre-
sentation or violations of the covenant
against contingent fees.

(b)(4) The procedures at (HSAR) 48
CFR 3003.203 shall be followed for mis-
representation or violations of the cov-
enant against contingent fees, except
reports of misrepresentation or viola-
tions of the covenant against contin-
gent fees shall be coordinated with
legal counsel for referral to the Depart-
ment of Justice, if deemed appropriate.

Subpart 3003.5—0ther Improper
Business Practices

3003.502

3003.502-2 Subcontractor kickbacks.

(g) The DHS OIG shall receive the
prime contractor or subcontractors
written report.

Subpart 3003.9—Whistleblower
Protections for Contractor Em-
ployees

3003.901 Definitions.

Authorized official of an agency means
the Department of Homeland Secu-
rity’s CPO.

PART 3004—ADMINISTRATIVE
MATTERS

Subpart 3004.1—Contract Execution

Subcontractor kickbacks.

Sec.
3004.103 Contract clause.

Subpart 3004.4—Safeguarding Classified
and Sensitive Information Within Industry

3004.470 Security requirements for access to
unclassified facilities, Information Tech-
nology resources, and sensitive informa-
tion.

3004.470-1 Scope.

3004.470-2 Policy.

3004.470-3 Contract clauses.
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Subpart 3004.8—Government Contract
Files

3004.804 Closeout of contract files.

3004.804-1 Closeout by the office admin-
istering the contract.

3004.804-5 Procedures for closing out con-
tract files.

3004.804-570 Supporting closeout documents.

AUTHORITY: 41 U.S.C. 418b (a) and (b).

SOURCE: 68 FR 67871, Dec. 4, 2003, unless
otherwise note.

Subpart 3004.1—Contract
Execution

3004.103 Contract clause.

Insert the clause at (FAR) 48 CFR
52.204-1, Approval of Contract, in each
solicitation where approval to award
the resulting contract is required
above the contracting officer level.

Subpart 3004.4—Safeguarding
Classified and Sensitive Infor-
mation Within Industry

SOURCE: 71 FR 25768, May 2, 2006, unless
otherwise noted.

3004.470 Security requirements for ac-
cess to unclassified facilities, Infor-
mation Technology resources, and
sensitive information.

3004.470-1 Scope.

This section implements DHS’s poli-
cies for assuring the security of unclas-
sified facilities, Information Tech-
nology (IT) resources, and sensitive in-
formation during the acquisition proc-
ess and contract performance.

3004.470-2 Policy.

(a) DHS’s policies and procedures on
contractor personnel security require-
ments are set forth in various manage-
ment directives (MDs). MD 11042.1,
Safeguarding Sensitive But Unclassi-
fied (For Official Use only) Information
describes how contractors must handle
sensitive but unclassified information.
MD 4300.1, entitled Information Tech-
nology Systems Security, and the DHS
Sensitive Systems Handbook, prescribe
the policies and procedures on security
for Information Technology resources.
Compliance with these policies and



