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their administrations to assist them in 
administering the Act. 

[45 FR 8993, Feb. 11, 1980, as amended by 
Amdt. 1–290, 62 FR 51804, Oct. 3, 1997] 

§ 10.15 Protection of records. 
(a) No person may, without permis-

sion, remove any record made available 
for inspection or copying under this 
part from the place where it is made 
available. In addition, no person may 
steal, alter, mutilate, obliterate, or de-
stroy, in whole or in part, such a 
record. 

(b) Section 641 of title 18 of the 
United States Code provides, in perti-
nent part, as follows: 

Whoever * * * steals, purloins, or know-
ingly converts to his use or the use of an-
other, or without authority, sells, conveys or 
disposes of any record * * * or thing of value 
of the United States or of any department or 
agency thereof * * * shall be fined not more 
than $10,000 or imprisoned not more than 10 
years or both; but if the value of such prop-
erty does not exceed the sum of $100, he shall 
be fined not more than $1,000 or imprisoned 
not more than one year or both * * *. 

(c) Section 2071 of title 18 of the 
United States Code provides, in perti-
nent part, as follows: 

Whoever willfully and unlawfully conceals, 
removes, mutilates, obliterates, or destroys, 
or attempts to do so, or with intent to do so 
takes and carries away any record, pro-
ceeding, map, book, paper, document, or 
other thing, filed or deposited * * * in any 
public office, or with any * * * public officer 
of the United States, shall be fined not more 
than $2,000 or imprisoned not more than 3 
years, or both. 

Subpart C—Maintenance of 
Records 

§ 10.21 General. 
Except to the extent that a system of 

records is exempt in accordance with 
subpart G of this part, the Department, 
with respect to each system of records: 

(a) Maintains in its records only such 
information about an individual as is 
relevant and necessary to accomplish a 
purpose of the Department required to 
be accomplished by statute or by exec-
utive order of the President; 

(b) Collects information to the great-
est extent practicable directly from 
the subject individual when the infor-

mation may result in adverse deter-
minations about an individual’s rights, 
benefits, or privileges under Federal 
programs; 

(c) Informs each individual whom it 
asks to supply information, on the 
form which it uses to collect the infor-
mation or on a separate form that can 
be retained by the individual of: 

(1) The authority (whether granted 
by statute, or by executive order of the 
President) which authorizes the solici-
tation of the information and whether 
disclosure of such information is man-
datory or voluntary; 

(2) The principal purpose or purposes 
for which the information is intended 
to be used; 

(3) The routine uses, as published 
pursuant to paragraph (d)(4) of this sec-
tion, which may be made of the infor-
mation; and 

(4) The effects, if any, on the indi-
vidual of not providing all or any part 
of the requested information; 

(d) Publishes in the FEDERAL REG-
ISTER at least annually a notice of the 
existence and character of the system 
of records, including: 

(1) The name and location of the sys-
tem; 

(2) The categories of individuals on 
whom records are maintained in the 
system; 

(3) The categories of records main-
tained in the system; 

(4) Each routine use of the records 
contained in the system, including the 
categories of users and the purpose of 
such use; 

(5) The policies and practices regard-
ing storage, retrievability, access con-
trols, retention, and disposal of the 
records; 

(6) The title and business address of 
the official responsible for the system 
of records; 

(7) The procedures whereby an indi-
vidual can be notified upon request if 
the system of records contains a record 
pertaining to that individual; 

(8) The procedures whereby an indi-
vidual can be notified upon request 
how to gain access to any record per-
taining to that individual contained in 
the system of records, and how to con-
test its content; and 

(9) The categories of sources of 
records in the system; 
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(e) Maintains all records which are 
used in making any determination 
about any individual with such accu-
racy, relevancy, timeliness, and com-
pleteness as is reasonably necessary to 
assure fairness to the individual in the 
determination; 

(f) Prior to disseminating any record 
about an individual to any person 
other than an agency, unless the dis-
semination is made pursuant to 
§ 10.35(a)(2), makes reasonable efforts to 
assure that such records are accurate, 
complete, timely, and relevant for the 
Department’s purposes; 

(g) Maintains no record describing 
how any individual exercises rights 
guaranteed by the First Amendment 
unless: 

(1) Expressly authorized by the Gen-
eral Counsel; and 

(2) Expressly authorized by statute or 
by the individual about whom the 
record is maintained or unless perti-
nent to and within the scope of an au-
thorized law enforcement activity; 

(h) Makes reasonable efforts to serve 
notice on an individual when any 
record on such individual is made 
available to any person under compul-
sory legal process when such process 
becomes a matter of public record. 

§ 10.23 Accounting of disclosures. 
Each operating administration, the 

Office of Inspector General, and the Of-
fice of the Secretary, with respect to 
each system of records under its con-
trol: 

(a) Except for disclosures made under 
§ 10.35(a) (1) or (2) of this part, keep an 
accurate accounting of: 

(1) The date, nature, and purpose of 
each disclosure of a record to any per-
son or to another agency made under 
§ 10.33; and 

(2) The name and address of the per-
son or agency to whom the disclosure 
is made; 

(b) Retains the accounting made 
under paragraph (a) of this section for 
at least five years or the life of the 
record, whichever is longer, after the 
disclosure for which the accounting is 
made; 

(c) Except for disclosures made under 
§ 10.33(a)(7) of this part, makes the ac-
counting made under paragraph (a)(1) 
of this section available to the indi-

vidual named in the record at his re-
quest; and 

(d) Informs any person or other agen-
cy about any correction or notation of 
dispute made by the agency in accord-
ance with § 10.45 of any record that has 
been disclosed to the person or agency 
if an accounting of the disclosure was 
made. 

[45 FR 8993, Feb. 11, 1980, as amended at 62 
FR 23667, May 1, 1997] 

§ 10.25 Mailing lists. 
An individual’s name and address is 

not sold or rented unless such action is 
specifically authorized by law. This 
provision shall not be construed to re-
quire the withholding of names and ad-
dresses otherwise permitted to be made 
public. 

§ 10.27 Government contractors. 
When the Department provides by a 

contract for the operation by or on be-
half of the Department of a system of 
records to accomplish a function of the 
Department, the requirements of this 
part are applied to such system. For 
purposes of subpart I, Criminal Pen-
alties, any such contractor and any 
employee of the contractor are consid-
ered, in accordance with section 3(m) of 
the Privacy Act, to be employees of the 
Department. 

§ 10.29 Social Security numbers. 
(a) No individual is denied any right, 

benefit, or privilege provided by law 
because of such individual’s refusal to 
disclose his Social Security account 
number. 

(b) The provisions of paragraph (a) of 
this section do not apply to: 

(1) Any disclosure which is required 
by Federal statute; or 

(2) The disclosure of a Social Secu-
rity number when such disclosure was 
required under statute or regulation 
adopted prior to January 1, 1975, to 
verify the identity of an individual. 

(c) When an individual is requested to 
disclose his or her Social Security ac-
count number, that individual is in-
formed whether that disclosure is man-
datory or voluntary, by what statutory 
or other authority such number is so-
licited, what uses are made of it, and 
what detriments, including delay in 
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