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§1542.201, §1542.203, or §1542.205. The as-
sumption of responsibility must be ex-
clusive to one aircraft operator or for-
eign air carrier, and shared responsi-
bility among aircraft operators or for-
eign air carriers is not permitted for an
exclusive area.

(b) An exclusive area agreement must
be in writing, signed by the airport op-
erator and aircraft operator or foreign
air carrier, and maintained in the air-
port security program. This agreement
must contain the following:

(1) A description, a map, and, where
appropriate, a diagram of the bound-
aries and pertinent features of each
area, including individual access
points, over which the aircraft oper-
ator or foreign air carrier will exercise
exclusive security responsibility.

(2) A description of the measures
used by the aircraft operator or foreign
air carrier to comply with §1542.201,
§1542.203, or §1542.205, as appropriate.

(3) Procedures by which the aircraft
operator or foreign air carrier will im-
mediately notify the airport operator
and provide for alternative security
measures when there are changed con-
ditions as described in §1542.103(a).

(c) Any exclusive area agreements in
effect on November 14, 2001, must meet
the requirements of this section and
§1544.227 no later than November 14,
2002.

§1542.113 Airport tenant security pro-
grams.

(a) TSA may approve an airport ten-
ant security program as follows:

(1) The tenant must assume responsi-
bility for specified security measures
of the secured area, AOA, or SIDA as
provided in §§1542.201, 1542.203, and
1542.205.

(2) The tenant may not assume re-
sponsibility for law enforcement sup-
port under §1542.215.

(3) The tenant must assume the re-
sponsibility within the tenant’s leased
areas or areas designated for the ten-
ant’s exclusive use. A tenant may not
assume responsibility under a tenant
security program for the airport pas-
senger terminal.

(4) Responsibility must be exclusive
to one tenant, and shared responsi-
bility among tenants is not permitted.

§1542.113

(5) TSA must find that the tenant is
able and willing to carry out the air-
port tenant security program.

(b) An airport tenant security pro-
gram must be in writing, signed by the
airport operator and the airport ten-
ant, and maintained in the airport se-
curity program. The airport tenant se-
curity program must include the fol-
lowing:

(1) A description and a map of the
boundaries and pertinent features of
each area over which the airport ten-
ant will exercise security responsibil-
ities.

(2) A description of the measures the
airport tenant has assumed.

(3) Measures by which the airport op-
erator will monitor and audit the ten-
ant’s compliance with the security pro-
gram.

(4) Monetary and other penalties to
which the tenant may be subject if it
fails to carry out the airport tenant se-
curity program.

(5) Circumstances under which the
airport operator will terminate the air-
port tenant security program for cause.

(6) A provision acknowledging that
the tenant is subject to inspection by
TSA in accordance with §1542.5.

(7) A provision acknowledging that
individuals who carry out the tenant
security program are contracted to or
acting for the airport operator and are
required to protect sensitive informa-
tion in accordance with part 1520 of
this chapter, and may be subject to
civil penalties for failing to protect
sensitive security information.

(8) Procedures by which the tenant
will immediately notify the airport op-
erator of and provide for alternative se-
curity measures for changed conditions
as described in §1542.103(a).

(c) If TSA has approved an airport
tenant security program, the airport
operator may not be found to be in vio-
lation of a requirement of this part in
any case in which the airport operator
demonstrates that:

(1) The tenant or an employee, per-
mittee, or invitee of the tenant, is re-
sponsible for such violation; and

(2) The airport operator has complied
with all measures in its security pro-
gram to ensure the tenant has com-
plied with the airport tenant security
program.
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(d) TSA may amend or terminate an
airport tenant security program in ac-
cordance with §1542.105.

Subpart C—Operations

§1542.201
area.

Security of the secured

(a) Each airport operator required to
have a security program under
§1542.103(a) must establish at least one
secured area.

(b) Each airport operator required to
establish a secured area must prevent
and detect the unauthorized entry,
presence, and movement of individuals
and ground vehicles into and within
the secured area by doing the fol-
lowing:

(1) Establish and carry out measures
for controlling entry to secured areas
of the airport in accordance with
§1542.207.

(2) Provide for detection of, and re-
sponse to, each unauthorized presence
or movement in, or attempted entry to,
the secured area by an individual
whose access is not authorized in ac-
cordance with its security program.

(3) Establish and carry out a per-
sonnel identification system described
under §1542.211.

(4) Subject each individual to em-
ployment history verification as de-
scribed in §1542.209 before authorizing
unescorted access to a secured area.

(5) Train each individual before
granting unescorted access to the se-
cured area, as required in §1542.213(b).

(6) Post signs at secured area access
points and on the perimeter that pro-
vide warning of the prohibition against
unauthorized entry. Signs must be
posted by each airport operator in ac-
cordance with its security program not
later than November 14, 2003.

§1542.203 Security of the air oper-
ations area (AOA).

(a) Each airport operator required to
have a security program under
§1542.103(a) must establish an AOA, un-
less the entire area is designated as a
secured area.

(b) Each airport operator required to
establish an AOA must prevent and de-
tect the unauthorized entry, presence,
and movement of individuals and
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ground vehicles into or within the AOA
by doing the following:

(1) Establish and carry out measures
for controlling entry to the AOA of the
airport in accordance with §1542.207.

(2) Provide for detection of, and re-
sponse to, each unauthorized presence
or movement in, or attempted entry to,
the AOA by an individual whose access
is not authorized in accordance with
its security program.

(3) Provide security information as
described in §1542.213(c) to each indi-
vidual with unescorted access to the
AOA.

(4) Post signs on AOA access points
and perimeters that provide warning of
the prohibition against unauthorized
entry to the AOA. Signs must be posted
by each airport operator in accordance
with its security program not later
than November 14, 2003.

(5) If approved by TSA, the airport
operator may designate all or portions
of its AOA as a SIDA, or may use an-
other personnel identification system,
as part of its means of meeting the re-
quirements of this section. If it uses
another personnel identification sys-
tem, the media must be clearly distin-
guishable from those used in the se-
cured area and SIDA.

§1542.205 Security of the security
identification display area (SIDA).

(a) Each airport operator required to
have a complete program under
§1542.103(a) must establish at least one
SIDA, as follows:

(1) Each secured area must be a
SIDA.

(2) Each part of the air operations
area that is regularly used to load
cargo on, or unload cargo from, an air-
craft that is operated under a full pro-
gram or a full all-cargo program as
provided in §1544.101(a) or (h) of this
chapter, or a foreign air carrier under a
security program as provided in
§1546.101(a), (b), or (e), must be a SIDA.

(3) Each area on an airport where
cargo is present after an aircraft oper-
ator operating under a full program or
a full all-cargo program under
§1544.101(a) or (h) of this chapter, or a
foreign air carrier operating under a
security program under §1546.101(a),
(b), or (e) of this chapter, or an indirect
air carrier, accepts it must be a SIDA.
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