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14 The institution should, therefore, ensure 
that it has reasonable policies and proce-
dures in place, including trained personnel, 
to respond appropriately to customer inquir-
ies and requests for assistance. 

15 Currently, the FTC Web site for the ID 
Theft brochure and the FTC Hotline phone 
number are http://www.consumer.gov/idtheft 
and 1–877–IDTHEFT. The institution may 
also refer customers to any materials devel-
oped pursuant to section 151(b) of the FACT 
Act (educational materials developed by the 
FTC to teach the public how to prevent iden-
tity theft). 

or a personal identification number or pass-
word that would permit access to the cus-
tomer’s account. Sensitive customer informa-
tion also includes any combination of compo-
nents of customer information that would 
allow someone to log onto or access the cus-
tomer’s account, such as user name and pass-
word or password and account number. 

2. Affected Customers 

If a financial institution, based upon its in-
vestigation, can determine from its logs or 
other data precisely which customers’ infor-
mation has been improperly accessed, it may 
limit notification to those customers with 
regard to whom the institution determines 
that misuse of their information has oc-
curred or is reasonably possible. However, 
there may be situations where the institu-
tion determines that a group of files has 
been accessed improperly, but is unable to 
identify which specific customers’ informa-
tion has been accessed. If the circumstances 
of the unauthorized access lead the institu-
tion to determine that misuse of the infor-
mation is reasonably possible, it should no-
tify all customers in the group. 

B. Content of Customer Notice 

1. Customer notice should be given in a 
clear and conspicuous manner. The notice 
should describe the incident in general terms 
and the type of customer information that 
was the subject of unauthorized access or 
use. It also should generally describe what 
the institution has done to protect the cus-
tomers’ information from further unauthor-
ized access. In addition, it should include a 
telephone number that customers can call 
for further information and assistance.14 The 
notice also should remind customers of the 
need to remain vigilant over the next twelve 
to twenty-four months, and to promptly re-
port incidents of suspected identity theft to 
the institution. The notice should include 
the following additional items, when appro-
priate: 

a. A recommendation that the customer 
review account statements and immediately 
report any suspicious activity to the institu-
tion; 

b. A description of fraud alerts and an ex-
planation of how the customer may place a 
fraud alert in the customer’s consumer re-
ports to put the customer’s creditors on no-
tice that the customer may be a victim of 
fraud; 

c. A recommendation that the customer 
periodically obtain credit reports from each 
nationwide credit reporting agency and have 

information relating to fraudulent trans-
actions deleted; 

d. An explanation of how the customer 
may obtain a credit report free of charge; 
and 

e. Information about the availability of the 
FTC’s online guidance regarding steps a con-
sumer can take to protect against identity 
theft. The notice should encourage the cus-
tomer to report any incidents of identity 
theft to the FTC, and should provide the 
FTC’s Web site address and toll-free tele-
phone number that customers may use to ob-
tain the identity theft guidance and report 
suspected incidents of identity theft.15 

2. The Agencies encourage financial insti-
tutions to notify the nationwide consumer 
reporting agencies prior to sending notices 
to a large number of customers that include 
contact information for the reporting agen-
cies. 

C. Delivery of Customer Notice 

Customer notice should be delivered in any 
manner designed to ensure that a customer 
can reasonably be expected to receive it. For 
example, the institution may choose to con-
tact all customers affected by telephone or 
by mail, or by electronic mail for those cus-
tomers for whom it has a valid e-mail ad-
dress and who have agreed to receive com-
munications electronically. 

[66 FR 8638, Feb. 1, 2001, as amended at 69 FR 
77619, Dec. 28, 2004; 70 FR 15754, Mar. 29, 2005; 
71 FR 5780, Feb. 3, 2006] 

PART 365—REAL ESTATE LENDING 
STANDARDS 

Sec. 
365.1 Purpose and scope. 
365.2 Real estate lending standards. 
APPENDIX A TO PART 365—INTERAGENCY 

GUIDELINES FOR REAL ESTATE LENDING 
POLICIES 

AUTHORITY: 12 U.S.C. 1828(o). 

SOURCE: 57 FR 62896, 62900, Dec. 31, 1992, un-
less otherwise noted. 

§ 365.1 Purpose and scope. 
This part, issued pursuant to section 

304 of the Federal Deposit Insurance 
Corporation Improvement Act of 1991, 
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5 The agencies have adopted a uniform rule 
on real estate lending. See 12 CFR part 365 
(FDIC); 12 CFR part 208, subpart C (FRB); 12 
CFR part 34, subpart D (OCC); and 12 CFR 
563.100–101 (OTS). 

12 U.S.C. 1828(o), prescribes standards 
for real estate lending to be used by in-
sured state nonmember banks (includ-
ing state-licensed insured branches of 
foreign banks) in adopting internal real 
estate lending policies. 

§ 365.2 Real estate lending standards. 
(a) Each insured state nonmember 

bank shall adopt and maintain written 
policies that establish appropriate lim-
its and standards for extensions of 
credit that are secured by liens on or 
interests in real estate, or that are 
made for the purpose of financing per-
manent improvements to real estate. 

(b)(1) Real estate lending policies 
adopted pursuant to this section must: 

(i) Be consistent with safe and sound 
banking practices; 

(ii) Be appropriate to the size of the 
institution and the nature and scope of 
its operations; and 

(iii) Be reviewed and approved by the 
bank’s board of directors at least annu-
ally. 

(2) The lending policies must estab-
lish: 

(i) Loan portfolio diversification 
standards; 

(ii) Prudent underwriting standards, 
including loan-to-value limits, that are 
clear and measurable; 

(iii) Loan administration procedures 
for the bank’s real estate portfolio; and 

(iv) Documentation, approval, and re-
porting requirements to monitor com-
pliance with the bank’s real estate 
lending policies. 

(c) Each insured state nonmember 
bank must monitor conditions in the 
real estate market in its lending area 
to ensure that its real estate lending 
policies continue to be appropriate for 
current market conditions. 

(d) The real estate lending policies 
adopted pursuant to this section should 
reflect consideration of the Inter-
agency Guidelines for Real Estate 
Lending Policies established by the 
Federal bank and thrift supervisory 
agencies. 

APPENDIX A TO PART 365—INTERAGENCY 
GUIDELINES FOR REAL ESTATE 
LENDING POLICIES 

The agencies’ regulations require that each 
insured depository institution adopt and 
maintain a written policy that establishes 

appropriate limits and standards for all ex-
tensions of credit that are secured by liens 
on or interests in real estate or made for the 
purpose of financing the construction of a 
building or other improvements.5 These 
guidelines are intended to assist institutions 
in the formulation and maintenance of a real 
estate lending policy that is appropriate to 
the size of the institution and the nature and 
scope of its individual operations, as well as 
satisfies the requirements of the regulation. 

Each institution’s policies must be com-
prehensive, and consistent with safe and 
sound lending practices, and must ensure 
that the institution operates within limits 
and according to standards that are reviewed 
and approved at least annually by the board 
of directors. Real estate lending is an inte-
gral part of many institutions’ business 
plans and, when undertaken in a prudent 
manner, will not be subject to examiner crit-
icism. 

LOAN PORTFOLIO MANAGEMENT 
CONSIDERATIONS 

The lending policy should contain a gen-
eral outline of the scope and distribution of 
the institution’s credit facilities and the 
manner in which real estate loans are made, 
serviced, and collected. In particular, the in-
stitution’s policies on real estate lending 
should: 

• Identify the geographic areas in which 
the institution will consider lending. 

• Establish a loan portfolio diversification 
policy and set limits for real estate loans by 
type and geographic market (e.g., limits on 
higher risk loans). 

• Identify appropriate terms and conditions 
by type of real estate loan. 

• Establish loan origination and approval 
procedures, both generally and by size and 
type of loan. 

• Establish prudent underwriting standards 
that are clear and measurable, including 
loan-to-value limits, that are consistent 
with these supervisory guidelines. 

• Establish review and approval procedures 
for exception loans, including loans with 
loan-to-value percentages in excess of super-
visory limits. 

• Establish loan administration proce-
dures, including documentation, disburse-
ment, collateral inspection, collection, and 
loan review. 

• Establish real estate appraisal and eval-
uation programs. 

• Require that management monitor the 
loan portfolio and provide timely and ade-
quate reports to the board of directors. 
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