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manner consistent with the Guidelines
for Safeguarding Member Information,
in appendix A to part 748 of this chap-
ter.

(b) Examples. Appropriate measures
to properly dispose of consumer infor-
mation include the following examples.
These examples are illustrative only
and are not exclusive or exhaustive
methods for complying with this sec-
tion.

(1) Burning, pulverizing, or shredding
papers containing consumer informa-
tion so that the information cannot
practicably be read or reconstructed.

(2) Destroying or erasing electronic
media containing consumer informa-
tion so that the information cannot
practicably be read or reconstructed.

(c) Rule of construction. This section
does not:

(1) Require you to maintain or de-
stroy any record pertaining to a con-
sumer that is not imposed under any
other law; or

(2) Alter or affect any requirement
imposed under any other provision of
law to maintain or destroy such a
record.

(d) Definitions. As used in this sec-
tion:

(1) Consumer information means any
record about an individual, whether in
paper, electronic, or other form, that is
a consumer report or is derived from a
consumer report and that is main-
tained or otherwise possessed by or on
behalf of the credit union for a business
purpose. Consumer information also
means a compilation of such records.
The term does not include any record
that does not identify an individual.

(i) Consumer information includes:

(A) A consumer report that you ob-
tain;

(B) Information from a consumer re-
port that you obtain from your affil-
iate after the consumer has been given
a notice and has elected not to opt out
of that sharing;

(C) Information from a consumer re-
port that you obtain about an indi-
vidual who applies for but does not re-
ceive a loan, including any loan sought
by an individual for a business purpose;

(D) Information from a consumer re-
port that you obtain about an indi-
vidual who guarantees a loan (includ-
ing a loan to a business entity); or

§717.90

(E) Information from a consumer re-
port that you obtain about an em-
ployee or prospective employee.

(ii) Consumer information does not in-
clude:

(A) Aggregate information, such as
the mean credit score, derived from a
group of consumer reports; or

(B) Blind data, such as payment his-
tory on accounts that are not person-
ally identifiable, you use for devel-
oping credit scoring models or for
other purposes.

(2) Consumer report has the same
meaning as set forth in the Fair Credit
Reporting Act, 15 U.S.C. 168la(d). The
meaning of consumer report is broad
and subject to various definitions, con-
ditions and exceptions in the Fair
Credit Reporting Act. It includes writ-
ten or oral communications from a
consumer reporting agency to a third
party of information used or collected
for use in establishing eligibility for
credit or insurance used primarily for
personal, family or household purposes,
and eligibility for employment pur-
poses. Examples include credit reports,
bad check lists, and tenant screening
reports.

Subpart J—Identity Theft Red Flags

SOURCE: 72 FR 63768, Nov. 9, 2007, unless
otherwise noted.

§717.90 Duties regarding the detec-
tion, prevention, and mitigation of
identity theft.

(a) Scope. This section applies to a fi-
nancial institution or creditor that is a
federal credit union.

(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:

(1) Account means a continuing rela-
tionship established by a person with a
federal credit union to obtain a product
or service for personal, family, house-
hold or business purposes. Account in-
cludes:

(i) An extension of credit, such as the
purchase of property or services involv-
ing a deferred payment; and

(ii) A share or deposit account.

(2) The term board of directors refers
to a federal credit union’s board of di-
rectors.

(3) Covered account means:
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(i) An account that a federal credit
union offers or maintains, primarily
for personal, family, or household pur-
poses, that involves or is designed to
permit multiple payments or trans-
actions, such as a credit card account,
mortgage loan, automobile loan,
checking account, or share account;
and

(ii) Any other account that the fed-
eral credit union offers or maintains
for which there is a reasonably foresee-
able risk to members or to the safety
and soundness of the federal credit
union from identity theft, including fi-
nancial, operational, compliance, rep-
utation, or litigation risks.

(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).

(5) Creditor has the same meaning as
in 15 U.S.C. 1681a(r)(5).

(6) Customer means a member that
has a covered account with a federal
credit union.

(7) Financial institution has the same
meaning as in 15 U.S.C. 168la(t).

(8) ldentity theft has the same mean-
ing as in 16 CFR 603.2(a).

(9) Red Flag means a pattern, prac-
tice, or specific activity that indicates
the possible existence of identity theft.

(10) Service provider means a person
that provides a service directly to the
federal credit union.

(c) Periodic ldentification of Covered
Accounts. Each federal credit union
must periodically determine whether it
offers or maintains covered accounts.
As a part of this determination, a fed-
eral credit union must conduct a risk
assessment to determine whether it of-
fers or maintains covered accounts de-
scribed in paragraph (b)(3)(ii) of this
section, taking into consideration:

(1) The methods it provides to open
its accounts;

(2) The methods it provides to access
its accounts; and

(3) Its previous experiences with iden-
tity theft.

(d) Establishment of an Identity Theft
Prevention Program. (1) Program require-
ment. Each federal credit union that of-
fers or maintains one or more covered
accounts must develop and implement
a written ldentity Theft Prevention
Program (Program) that is designed to
detect, prevent, and mitigate identity
theft in connection with the opening of
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a covered account or any existing cov-
ered account. The Program must be ap-
propriate to the size and complexity of
the federal credit union and the nature
and scope of its activities.

(2) Elements of the Program. The Pro-
gram must include reasonable policies
and procedures to:

(i) Identify relevant Red Flags for the
covered accounts that the federal cred-
it union offers or maintains, and incor-
porate those Red Flags into its Pro-
gram,;

(ii) Detect Red Flags that have been
incorporated into the Program of the
federal credit union;

(iii) Respond appropriately to any
Red Flags that are detected pursuant
to paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft;
and

(iv) Ensure the Program (including
the Red Flags determined to be rel-
evant) is updated periodically, to re-
flect changes in risks to members and
to the safety and soundness of the fed-
eral credit union from identity theft.

(e) Administration of the Program.
Each federal credit union that is re-
quired to implement a Program must
provide for the continued administra-
tion of the Program and must:

(1) Obtain approval of the initial
written Program from either its board
of directors or an appropriate com-
mittee of the board of directors;

(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and ad-
ministration of the Program;

(3) Train staff, as necessary, to effec-
tively implement the Program; and

(4) Exercise appropriate and effective
oversight of service provider arrange-
ments.

(f) Guidelines. Each federal -credit
union that is required to implement a
Program must consider the guidelines
in Appendix J of this part and include
in its Program those guidelines that
are appropriate.

Pt. 717, App. C Duties of card issuers
regarding changes of address.

(a) Scope. This section applies to an
issuer of a debit or credit card (card
issuer) that is a federal credit union.
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