National Credit Union Administration

(b) Definitions. For purposes of this
section:

(1) Cardholder means a member who
has been issued a credit or debit card.

(2) Clear and conspicuous means rea-
sonably understandable and designed
to call attention to the nature and sig-
nificance of the information presented.

(c) Address validation requirements. A
card issuer must establish and imple-
ment reasonable policies and proce-
dures to assess the validity of a change
of address if it receives notification of
a change of address for a member’s
debit or credit card account and, with-
in a short period of time afterwards
(during at least the first 30 days after
it receives such notification), the card
issuer receives a request for an addi-
tional or replacement card for the
same account. Under these cir-
cumstances, the card issuer may not
issue an additional or replacement
card, until, in accordance with its rea-
sonable policies and procedures and for
the purpose of assessing the validity of
the change of address, the card issuer:

(1)(i) Notifies the cardholder of the
request:

(A) At the cardholder’s former ad-
dress; or

(B) By any other means of commu-
nication that the card issuer and the
cardholder have previously agreed to
use; and

(ii) Provides to the cardholder a rea-
sonable means of promptly reporting
incorrect address changes; or

(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§717.90 of this part.

(d) Alternative timing of address valida-
tion. A card issuer may satisfy the re-
quirements of paragraph (c) of this sec-
tion if it validates an address pursuant
to the methods in paragraph (c)(1) or
(c)(2) of this section when it receives an
address change notification, before it
receives a request for an additional or
replacement card.

(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
clear and conspicuous and provided
separately from its regular correspond-
ence with the cardholder.
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APPENDIX C TO PART 717—MODEL
FORMS FOR OPT-OUT NOTICES

a. Although use of the model forms is not
required, use of the model forms in this Ap-
pendix (as applicable) complies with the re-
quirement in section 624 of the Act for clear,
conspicuous, and concise notices.

b. Certain changes may be made to the lan-
guage or format of the model forms without
losing the protection from liability afforded
by use of the model forms. These changes
may not be so extensive as to affect the sub-
stance, clarity, or meaningful sequence of
the language in the model forms. Persons
making such extensive revisions will lose the
safe harbor that this Appendix provides. Ac-
ceptable changes include, for example:

1. Rearranging the order of the references
to ‘““your income,” ‘“‘your account history,”
and “‘your credit score.”

2. Substituting other types of information
for “income,” ‘“‘account history,” or ‘“‘credit
score” for accuracy, such as ‘“‘payment his-
tory,” ‘“‘credit history,” ‘“‘payoff status,” or
““claims history.”

3. Substituting a clearer and more accu-
rate description of the affiliates providing or
covered by the notice for phrases such as
“the [ABC] group of companies,” including
without limitation a statement that the en-
tity providing the notice recently purchased
the consumer’s account.

4. Substituting other types of affiliates
covered by the notice for ‘““credit card,” ““in-
surance brokerage,”” or ‘‘securities broker-
age’’ affiliates.

5. Omitting items that are not accurate or
applicable. For example, if a person does not
limit the duration of the opt-out period, the
notice may omit information about the re-
newal notice.

6. Adding a statement informing con-
sumers how much time they have to opt out
before shared eligibility information may be
used to make solicitations to them.

7. Adding a statement that the consumer
may exercise the right to opt out at any
time.

8. Adding the following statement, if accu-
rate: “If you previously opted out, you do
not need to do so again.”’

9. Providing a place on the form for the
consumer to fill in identifying information,
such as his or her name and address:

C-1 Model Form for Initial Opt-out Notice

(Single-Affiliate Notice)

C-2 Model Form for Initial Opt-out Notice

(Joint Notice)

C-3 Model Form for Renewal Notice (Sin-
gle-Affiliate Notice)
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C-4 Model Form for Renewal Notice (Joint
Notice)

C-5 Model Form for Voluntary ‘“No Mar-

keting’’ Notice

C-1—Model Form for Initial Opt-out Notice
(Single-Affiliate Notice)—[Your Choice To
Limit Marketing]/[Marketing Opt-out]

*« [Name of Affiliate] is providing this no-
tice.

« [Optional: Federal law gives you the
right to limit some but not all marketing
from our affiliates. Federal law also requires
us to give you this notice to tell you about
your choice to limit marketing from our af-
filiates.]

* You may limit our affiliates in the [ABC]
group of companies, such as our [credit card,
insurance brokerage, and securities broker-
age] affiliates, from marketing their prod-
ucts or services to you based on your per-
sonal information that we collect and share
with them. This information includes your
[income], your [account history with us], and
your [credit score].

¢ Your choice to limit marketing offers
from our affiliates will apply [until you tell
us to change your choice]/[for x years from
when you tell us your choice]/[for at least 5
years from when you tell us your choice].
[Include if the opt-out period expires.] Once
that period expires, you will receive a re-
newal notice that will allow you to continue
to limit marketing offers from our affiliates
for [another x years]/[at least another 5
years].

¢ [Include, if applicable, in a subsequent
notice, including an annual notice, for con-
sumers who may have previously opted out.]
If you have already made a choice to limit
marketing offers from our affiliates, you do
not need to act again until you receive the
renewal notice.

To limit marketing offers, contact us [in-
clude all that apply]:

* By telephone: 1-877-###—##H#

* On the Web: www.---.com

* By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~_ Do not allow your affiliates to use my
personal information to market to me.

C-2—Model Form for Initial Opt-out Notice
(Joint Notice)—[Your Choice To Limit Mar-
keting])/[Marketing Opt-out]

« The [ABC group of companies]
viding this notice.

« [Optional: Federal law gives you the
right to limit some but not all marketing
from the [ABC] companies. Federal law also
requires us to give you this notice to tell you
about your choice to limit marketing from
the [ABC] companies.]

is pro-
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* You may limit the [ABC] companies,
such as the [ABC credit card, insurance bro-
kerage, and securities brokerage] affiliates,
from marketing their products or services to
you based on your personal information that
they receive from other [ABC] companies.
This information includes your [income],
your [account history], and your [credit
score].

¢ Your choice to limit marketing offers
from the [ABC] companies will apply [until
you tell us to change your choice]/[for x
years from when you tell us your choice]/[for
at least 5 years from when you tell us your
choice]. [Include if the opt-out period ex-
pires.] Once that period expires, you will re-
ceive a renewal notice that will allow you to
continue to limit marketing offers from the
[ABC] companies for [another x years]/[at
least another 5 years].

¢ [Include, if applicable, in a subsequent
notice, including an annual notice, for con-
sumers who may have previously opted out.]
If you have already made a choice to limit
marketing offers from the [ABC] companies,
you do not need to act again until you re-
ceive the renewal notice.

To limit marketing offers, contact us [in-
clude all that apply]:

* By telephone: 1-877-###—###

« On the Web: www.---.com

« By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Do not allow any company [in the ABC
group of companies] to use my personal in-
formation to market to me.

C-3—Model Form for Renewal Notice (Single-
Affiliate Notice)—[Renewing Your Choice To
Limit Marketing]/[Renewing Your Marketing
Opt-out]

« [Name of Affiliate] is providing this no-
tice.

« [Optional: Federal law gives you the
right to limit some but not all marketing
from our affiliates. Federal law also requires
us to give you this notice to tell you about
your choice to limit marketing from our af-
filiates.]

¢ You previously chose to limit our affili-
ates in the [ABC] group of companies, such
as our [credit card, insurance brokerage, and
securities brokerage] affiliates, from mar-
keting their products or services to you
based on your personal information that we
share with them. This information includes
your [income], your [account history with
us], and your [credit score].

« Your choice has expired or is about to ex-
pire.

To renew your choice to limit marketing
for [x] more years, contact us [include all
that applyl]:

« By telephone: 1-877-###—####
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* On the Web: www.---.com
« By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Renew my choice to limit marketing for
[X] more years.

C-4—Model Form for Renewal Notice (Joint No-
tice)—[Renewing Your Choice To Limit Mar-
keting])/[Renewing Your Marketing Opt-out]

« The [ABC group of companies]
viding this notice.

« [Optional: Federal law gives you the
right to limit some but not all marketing
from the [ABC] companies. Federal law also
requires us to give you this notice to tell you
about your choice to limit marketing from
the [ABC] companies.]

* You previously chose to limit the [ABC]
companies, such as the [ABC credit card, in-
surance brokerage, and securities brokerage]
affiliates, from marketing their products or
services to you based on your personal infor-
mation that they receive from other ABC
companies. This information includes your
[income], your [account history], and your
[credit score].

« Your choice has expired or is about to ex-
pire.

To renew your choice to limit marketing
for [x] more years, contact us [include all
that applyl]:

* By telephone: 1-877-###—###

¢ On the Web: www.---.com

* By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Renew my choice to limit marketing for
[X] more years.

is pro-

C-5—Model Form for Voluntary ‘“No Mar-
keting’” Notice—Your Choice To Stop Mar-
keting

« [Name of Affiliate] is providing this no-
tice.

« You may choose to stop all marketing
from us and our affiliates.

To stop all marketing, contact us [include
all that apply]:

« By telephone: 1-877-###H—####

« On the Web: www.---.com

« By mail: Check the box and complete the
form below, and send the form to:
[Company name]
[Company address]

Do not market to me.

[72 FR 62989, Nov. 7, 2007]
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APPENDIX J TO PART 717—INTERAGENCY
GUIDELINES ON IDENTITY THEFT DE-
TECTION, PREVENTION, AND MITIGA-
TION

Section 717.90 of this part requires each
federal credit union that offers or maintains
one or more covered accounts, as defined in
§717.90(b)(3) of this part, to develop and pro-
vide for the continued administration of a
written Program to detect, prevent, and
mitigate identity theft in connection with
the opening of a covered account or any ex-
isting covered account. These guidelines are
intended to assist federal credit unions in
the formulation and maintenance of a Pro-
gram that satisfies the requirements of
§717.90 of this part.

I. The Program

In designing its Program, a federal credit
union may incorporate, as appropriate, its
existing policies, procedures, and other ar-
rangements that control reasonably foresee-
able risks to members or to the safety and
soundness of the federal credit union from
identity theft.

I1. Identifying Relevant Red Flags

(a) Risk Factors. A federal credit union
should consider the following factors in iden-
tifying relevant Red Flags for covered ac-
counts, as appropriate:

(1) The types of covered accounts it offers
or maintains;

(2) The methods it provides to open its cov-
ered accounts;

(3) The methods it provides to access its
covered accounts; and

(4) Its previous experiences with identity
theft.

(b) Sources of Red Flags.
unions should incorporate
Flags from sources such as:

(1) Incidents of identity theft that the fed-
eral credit union has experienced;

(2) Methods of identity theft that the fed-
eral credit union has identified that reflect
changes in identity theft risks; and

(3) Applicable supervisory guidance.

(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate. Exam-
ples of Red Flags from each of these cat-
egories are appended as Supplement A to
this Appendix J.

(1) Alerts, notifications, or other warnings
received from consumer reporting agencies
or service providers, such as fraud detection
services;

(2) The presentation of suspicious docu-
ments;

Federal credit
relevant Red
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