National Credit Union Administration

* On the Web: www.---.com
« By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Renew my choice to limit marketing for
[X] more years.

C-4—Model Form for Renewal Notice (Joint No-
tice)—[Renewing Your Choice To Limit Mar-
keting])/[Renewing Your Marketing Opt-out]

« The [ABC group of companies]
viding this notice.

« [Optional: Federal law gives you the
right to limit some but not all marketing
from the [ABC] companies. Federal law also
requires us to give you this notice to tell you
about your choice to limit marketing from
the [ABC] companies.]

* You previously chose to limit the [ABC]
companies, such as the [ABC credit card, in-
surance brokerage, and securities brokerage]
affiliates, from marketing their products or
services to you based on your personal infor-
mation that they receive from other ABC
companies. This information includes your
[income], your [account history], and your
[credit score].

« Your choice has expired or is about to ex-
pire.

To renew your choice to limit marketing
for [x] more years, contact us [include all
that applyl]:

* By telephone: 1-877-###—###

¢ On the Web: www.---.com

* By mail: Check the box and complete the
form below, and send the form to:

[Company name]
[Company address]

~ Renew my choice to limit marketing for
[X] more years.

is pro-

C-5—Model Form for Voluntary ‘“No Mar-
keting’” Notice—Your Choice To Stop Mar-
keting

« [Name of Affiliate] is providing this no-
tice.

« You may choose to stop all marketing
from us and our affiliates.

To stop all marketing, contact us [include
all that apply]:

« By telephone: 1-877-###H—####

« On the Web: www.---.com

« By mail: Check the box and complete the
form below, and send the form to:
[Company name]
[Company address]

Do not market to me.

[72 FR 62989, Nov. 7, 2007]

PT. 717, App. J

PT. 717, App. J

APPENDICES D-I1 TO PART 717
[RESERVED]

APPENDIX J TO PART 717—INTERAGENCY
GUIDELINES ON IDENTITY THEFT DE-
TECTION, PREVENTION, AND MITIGA-
TION

Section 717.90 of this part requires each
federal credit union that offers or maintains
one or more covered accounts, as defined in
§717.90(b)(3) of this part, to develop and pro-
vide for the continued administration of a
written Program to detect, prevent, and
mitigate identity theft in connection with
the opening of a covered account or any ex-
isting covered account. These guidelines are
intended to assist federal credit unions in
the formulation and maintenance of a Pro-
gram that satisfies the requirements of
§717.90 of this part.

I. The Program

In designing its Program, a federal credit
union may incorporate, as appropriate, its
existing policies, procedures, and other ar-
rangements that control reasonably foresee-
able risks to members or to the safety and
soundness of the federal credit union from
identity theft.

I1. Identifying Relevant Red Flags

(a) Risk Factors. A federal credit union
should consider the following factors in iden-
tifying relevant Red Flags for covered ac-
counts, as appropriate:

(1) The types of covered accounts it offers
or maintains;

(2) The methods it provides to open its cov-
ered accounts;

(3) The methods it provides to access its
covered accounts; and

(4) Its previous experiences with identity
theft.

(b) Sources of Red Flags.
unions should incorporate
Flags from sources such as:

(1) Incidents of identity theft that the fed-
eral credit union has experienced;

(2) Methods of identity theft that the fed-
eral credit union has identified that reflect
changes in identity theft risks; and

(3) Applicable supervisory guidance.

(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate. Exam-
ples of Red Flags from each of these cat-
egories are appended as Supplement A to
this Appendix J.

(1) Alerts, notifications, or other warnings
received from consumer reporting agencies
or service providers, such as fraud detection
services;

(2) The presentation of suspicious docu-
ments;

Federal credit
relevant Red
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