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Board concerning the Respondent’s re-
quest for reinstatement with the credit
union.

(f) Time for final decision. Not later
than 60 calendar days after the date
the record is closed, or the date of the
response in a case where no hearing
was requested, the NCUA Board shall
grant or deny the request for reinstate-
ment and shall notify the Respondent
of its decision. If the NCUA Board de-
nies the request for reinstatement, it
shall set forth in the notification the
reasons for its decision. The decision of
the NCUA Board shall be final.

(g) Effective date. Unless otherwise or-
dered by the NCUA Board, the Re-
spondent’s dismissal shall take and re-
main in effect pending a final decision
on the request for reinstatement.

§747.2005

(a) Judicial remedies. Whenever a cred-
it union fails to comply with a direc-
tive imposing a discretionary super-
visory action, or enforcing a manda-
tory supervisory action under part 702
of this chapter, the NCUA Board may
seek enforcement of the directive in
the appropriate United States District
Court pursuant to 12 U.S.C. 1786(k)(1).

(b) Administrative remedies—(1) Failure
to comply with directive. Pursuant to 12
U.S.C. 1786(k)(2)(A), the NCUA Board
may assess a civil money penalty
against any credit union that violates
or otherwise fails to comply with any
final directive issued under part 702 of
this chapter, or against any institu-
tion-affiliated party of a credit union
(per 12 U.S.C. 1786(r)) who participates
in such violation or noncompliance.

(2) Failure to implement plan. Pursuant
to 12 U.S.C. 1786(k)(2)(A), the NCUA
Board may assess a civil money pen-
alty against a credit union which fails
to implement a net worth restoration
plan under subpart B of part 702 of this
chapter or a revised business plan
under subpart C of part 702, regardless
whether the plan was published.

(c) Other enforcement action. In addi-
tion to the actions described in para-
graphs (a) and (b) of this section, the
NCUA Board may seek enforcement of
the directives issued under part 702 of
this chapter through any other judicial

Enforcement of orders.

12 CFR Ch. VII (1-1-08 Edition)

or administrative proceeding author-
ized by law.

[65 FR 8594, Feb. 18, 2000, as amended at 67
FR 71094, Nov. 29, 2002]
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§748.0 Security program.

(@) Each federally insured -credit
union will develop a written security
program within 90 days of the effective
date of insurance.

(b) The security program will be de-
signed to:

(1) Protect each credit union office
from robberies, burglaries, larcenies,
and embezzlement;

(2) Ensure the security and confiden-
tiality of member records, protect
against the anticipated threats or haz-
ards to the security or integrity of
such records, and protect against unau-
thorized access to or use of such
records that could result in substantial
harm or serious inconvenience to a
member;

(3) Respond to incidents of unauthor-
ized access to or use of member infor-
mation that could result in substantial
harm or serious inconvenience to a
member;

(4) Assist in the identification of per-
sons who commit or attempt such ac-
tions and crimes, and

(5) Prevent destruction of vital
records, as defined in 12 CFR part 749.

(c) Each Federal credit union, as part
of its information security program,
must properly dispose of any consumer
information the Federal credit union
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maintains or otherwise possesses, as
required under §717.83 of this chapter.

[50 FR 53295, Dec. 31, 1985, as amended at 53
FR 4845, Feb. 18, 1988; 66 FR 8161, Jan. 30,
2001; 69 FR 69274, Nov. 29, 2004; 70 FR 22778,
May 2, 2005]

§748.1 Filing of reports.

(a) Compliance report. Each federally
insured credit union shall file with the
regional director an annual statement
certifying its compliance with the re-
quirements of this part. The statement
shall be dated and signed by the presi-
dent or other managing officer of the
credit union. The statement is con-
tained on the Report of Officials which
is submitted annually by federally in-
sured credit unions after the election
of officials. In the case of federally in-
sured state-chartered credit unions,
this statement can be mailed to the re-
gional director via the state super-
visory authority, if desired. In any
event, a copy of the statement shall al-
ways be sent to the appropriate state
supervisory authority.

(b) Catastrophic act report. Each feder-
ally insured credit union will notify
the regional director within 5 business
days of any catastrophic act that oc-
curs at its office(s). A catastrophic act
is any disaster, natural or otherwise,
resulting in physical destruction or
damage to the credit union or causing
an interruption in vital member serv-
ices, as defined in §749.1 of this chap-
ter, projected to last more than two
consecutive business days. Within a
reasonable time after a catastrophic
act occurs, the credit union shall en-
sure that a record of the incident is
prepared and filed at its main office. In
the preparation of such record, the
credit union should include informa-
tion sufficient to indicate the office
where the catastrophic act occurred;
when it took place; the amount of the
loss, if any; whether any operational or
mechanical deficiency(ies) might have
contributed to the catastrophic act;
and what has been done or is planned
to be done to correct the defi-
ciency(ies).

(c) Suspicious Activity Report. A credit
union must file a report if it knows,
suspects, or has reason to suspect that
any crime or any suspicious trans-
action related to money laundering ac-

§748.1

tivity or a violation of the Bank Se-
crecy Act has occurred. For the pur-
poses of this paragraph (c) credit union
means a federally-insured credit union
and official means any member of the
board of directors or a volunteer com-
mittee.

(1) Reportable activity. Transaction for
purposes of this paragraph means a de-
posit, withdrawal, transfer between ac-
counts, exchange of currency, loan, ex-
tension of credit, purchase or sale of
any stock, bond, share certificate, or
other monetary instrument or invest-
ment security, or any other payment,
transfer, or delivery by, through, or to
a financial institution, by whatever
means effected. A credit union must re-
port any known or suspected crime or
any suspicious transaction related to
money laundering or other illegal ac-
tivity, for example, terrorism financ-
ing, loan fraud, or embezzlement, or a
violation of the Bank Secrecy Act by
sending a completed suspicious activ-
ity report (SAR) to the Financial

Crimes Enforcement Network
(FINnCEN) in the following cir-
cumstances:

(i) Insider abuse involving any amount.
Whenever the credit union detects any
known or suspected Federal criminal
violations, or pattern of criminal viola-
tions, committed or attempted against
the credit union or involving a trans-
action or transactions conducted
through the credit union, where the
credit union believes it was either an
actual or potential victim of a criminal
violation, or series of criminal viola-
tions, or that the credit union was used
to facilitate a criminal transaction,
and the credit union has a substantial
basis for identifying one of the credit
union’s officials, employees, or agents
as having committed or aided in the
commission of the criminal violation,
regardless of the amount involved in
the violation;

(ii) Transactions aggregating $5,000 or
more where a suspect can be identified.
Whenever the credit union detects any
known or suspected Federal criminal
violation, or pattern of criminal viola-
tions, committed or attempted against
the credit union or involving a trans-
action or transactions conducted
through the credit union, and involving
or aggregating $5,000 or more in funds
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