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(b) The purpose of the review shall be
to eliminate any requirement for infor-
mation that is not relevant and nec-
essary to carry out an NCUA function
and to accomplish the following objec-
tives:

(1) To ensure that no information
concerning religion, political beliefs or
activities, association memberships
(other than those required for a profes-
sional license), or the exercise of other
First Amendment rights is required to
be disclosed unless such requirement of
disclosure is expressly authorized by
statute or is pertinent to and within
the scope of any authorized law en-
forcement activity;

(2) To ensure that the form or accom-
panying statement makes clear to the
individual which information by law
must be disclosed and the authority for
that requirement, and which informa-
tion is voluntary;

(3) To ensure that the form or accom-
panying statement makes clear the
principal purpose or purposes for which
the information is being collected, and
states concisely the routine uses that
will be made of the information;

(4) To ensure that the form or accom-
panying statement clearly indicates to
the individual the existing rights, ben-
efits or privileges not to provide all or
part of the requested information; and

(5) To ensure that any form request-
ing disclosure of a social security num-
ber, or an accompanying statement,
clearly advises the individual of the
statute or regulation requiring disclo-
sure of the number, or clearly advises
the individual that disclosure is vol-
untary and that no consequence will
flow from a refusal to disclose it, and
the uses that will be made of the num-
ber whether disclosed mandatorily or
voluntarily.

(c) Any form which does not meet the
objectives specified in the Privacy Act
and this section shall be revised to con-
form thereto.

§792.64 Contracting for the operation
of a system of records.

(@) No NCUA component shall con-
tract for the operation of a system of
records by or on behalf of the Agency
without the express approval of the
NCUA Board.

§792.66

(b) Any contract which is approved
shall continue to ensure compliance
with the requirements of the Privacy
Act. The contracting component shall
have the responsibility for ensuring
that the contractor complies with the
contract requirements relating to the
Privacy Act.

§792.65

(a) Fees pursuant to 5 U.S.C.
552a(f)(5) shall be assessed for actual
copies of records provided to individ-
uals on the following basis, unless the
NCUA official determining access
waives the fee because of the inability
of the individual to pay or the cost of
collecting the fee exceeds the fee:

(1) For copies of documents provided,
copy fees as stated in NCUA’s current
FOIA fee schedule; and

(2) For copying information, if any,
maintained in nondocument form, the
direct cost to NCUA may be assessed.

(b) If it is determined that access fees
chargeable under this section will
amount to more than $25, and the indi-
vidual has not indicated in advance
willingness to pay fees as high as are
anticipated, the individual shall be no-
tified of the amount of the anticipated
fees before copies are made, and the in-
dividual’s access request shall not be
considered to have been received until
receipt by NCUA of written agreement
to pay.

[54 FR 18476, May 1, 1989. Redesignated at 63
FR 14338, Mar. 25, 1998, as amended at 65 FR
63790, Oct. 25, 2000]

§792.66 Exemptions.

(@) NCUA maintains four systems of
records that are exempted from some
provisions of the Privacy Act. In para-
graph (b) of this section, those systems
of records are identified by System
Name and System Number, as stated in
the NCUA’s ‘“‘Notice of Systems of
Records,”” published in the FEDERAL
REGISTER. The provisions from which
each system is exempted and the rea-
sons therefor are also set forth.

(b)(1) System NCUA-1, entitled ““Em-
ployee Suitability Security Investiga-
tions Containing Adverse Informa-
tion,”” consists of adverse information
about NCUA employees that had been
obtained as a result of routine U.S. Of-
fice of Personnel Management (OPM)

Fees.
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security Investigations. To the extent
that NCUA maintains records in this
system pursuant to OPM guidelines
that may require retrieval of informa-
tion by use of individual identifiers,
those records are encompassed by and
included in the OPM Central system of
records number Central-9 entitled,
“Personnel Investigations Records,”
and thus are subject to the exemptions
promulgated by OPM. Additionally, in
order to ensure the protection of prop-
erly confidential sources, particularly
as to those records which are not main-
tained pursuant to such Office of Per-
sonnel Management requirements, the
records in these systems of records are
exempted, pursuant to section k(5) of
the Privacy Act (5 U.S.C. 552a(k)(5)),
from section (d) of the Act (5 U.S.C.
552a(d)). To the extent that disclosure
of a record would reveal the identity of
a confidential source, NCUA need not
grant access to that record by its sub-
ject. Information which would reveal a
confidential source shall, however,
whenever possible, be extracted or
summarized in a manner which pro-
tects the source and the summary or
extract shall be provided to the re-
questing individual.

(2) System NCUA-8, entitled, “‘Inves-
tigative Reports Involving Any Crime
or Suspicious Activity Against a Credit
Union, NCUA,” consists of investiga-
tory or enforcement records about indi-
viduals suspected of involvement in
violations of laws or regulations,
whether criminal or administrative.
These records are maintained in an
overall context of general investigative
information concerning crimes against
credit unions. To the extent that indi-
vidually identifiable information is
maintained, however, for purposes of
protecting the security of any inves-
tigations by appropriate law enforce-
ment authorities and promoting the
successful prosecution of all actual
criminal activity, the records in this
system are exempted, pursuant to sec-
tion k(2) of the Privacy Act (5 U.S.C.
552a(k)(2)), from sections (c)(3), and
(d)). NCUA need not make an account-
ing of previous disclosures of a record
in this system of records available to
its subject, the NCUA need not grant
access to any records in this system of
records by their subject. Further,

12 CFR Ch. VII (1-1-08 Edition)

whenever individuals request records
about themselves and maintained in
this system of records, the NCUA shall,
to the extent necessary to realize the
above-stated purposes, neither confirm
nor deny the existence of the records
but shall advise the individuals only
that no records available to them pur-
suant to the Privacy Act of 1974 have
been identified. However, should review
of the record reveal that the informa-
tion contained therein has been used or
is being used to deny the individuals
any right, privilege or benefit for
which they are eligible or to which
they would otherwise be entitled under
Federal law, the individuals shall be
advised of the existence of the informa-
tion and shall be provided the informa-
tion, except to the extent disclosure
would identify a confidential source.
Information which would identify a
confidential source shall, if possible, be
extracted or summarized in a manner
which protects the source and the sum-
mary or extract shall be provided to
the requesting individual.

(3) System NCUA-20, entitled, ““Office
of Inspector General (OIG) Investiga-
tive Records,” consists of OIG records
of closed and pending investigations of
individuals alleged to have been in-
volved in criminal violations. The
records in this system are exempted
pursuant to Sections (k)(2) of the Pri-
vacy Act, 5 U.S.C. 552a(k)(2), from sec-
tions  (c)@); (d);  (e)); ()A)(G);
©@)H); (e)@)(M); and (f). The records
in this system are also exempted pur-
suant to Section (j)(2) of the Privacy
Act, 5 U.S.C. 552a(j)(2), from sections
EC;(?»); (©@); (d); (e)(D); (e)(2); (e)(3); and
g

(4) System NCUA-13, entitled, ‘‘Liti-
gation Case Files,” consists of inves-
tigatory materials compiled for law en-
forcement purposes. Records in the
Litigation Case Files system are used
in connection with the execution of
NCUA'’s legal and enforcement respon-
sibilities. Because the system covers
investigatory materials compiled for
law enforcement purposes, it is eligible
for exemption under subsection (k)(2)
of the Privacy Act. 5 U.S.C. 552a(k)(2).
The Litigation Case Files system is ex-
empt from subsections (c)(3), (d), (e)(1),
©)@4)(G), (H), (I) and (f) of the Privacy
Act. 5 U.S.C. 552a (c)(3), (d), (e)(1),
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©)@)(G), (H), (1) and (f). However, if an
individual is denied any right, privi-
lege, or benefit to which he would oth-
erwise be entitled by federal law, or for
which he otherwise would be eligible,
as a result of the maintenance of such
records, the records or information will
be made available to him, provided the
identity of a confidential source is not
disclosed.

(c) For purposes of this section, a
“‘confidential source’” means a source
who furnished information to the Gov-
ernment under an express promise that
the identity of the source would re-
main confidential, or, prior to Sep-
tember 27, 1976, under an implied prom-
ise that the identity of the source
would be held in confidence.

[54 FR 18476, May 1, 1989, as amended at 60
FR 31912, June 19, 1995; 64 FR 57365, Oct. 25,
1999; 65 FR 63790, Oct. 25, 2000]

§792.67 Security of systems of records.

(a) Each system manager, with the
approval of the head of that Office,
shall establish administrative and
physical controls to insure the protec-
tion of a system of records from unau-
thorized access or disclosure and from
physical damage or destruction. The
controls instituted shall be propor-
tional to the degree of sensitivity of
the records, but at a minimum must
insure: that records are enclosed in a
manner to protect them from public
view; that the area in which the
records are stored is supervised during
all business hours to prevent unauthor-
ized personnel from entering the area
or obtaining access to the records; and
that the records are inaccessible during
nonbusiness hours.

(b) Each system manager, with the
approval of the head of that Office,
shall adopt access restriction to insure
that only those individuals within the
agency who have a need to have access
to the records for the performance of
duty have access. Procedures shall also
be adopted to prevent accidental access
to or dissemination of records.

§792.68 Use and collection of Social
Security numbers.

The head of each NCUA Office shall
take such measures as are necessary to
ensure that employees authorized to
collect information from individuals

§792.69

are advised that individuals may not be
required without statutory or regu-
latory authorization to furnish Social
Security numbers, and that individuals
who are requested to provide Social Se-
curity numbers voluntarily must be ad-
vised that furnishing the number is not
required and that no penalty or denial
of benefits will flow from the refusal to
provide it.

§792.69 Training and employee stand-
ards of conduct with regard to pri-
vacy.

(@) The Director of the Office of
Human Resources, with advice from
the General Counsel, is responsible for
training NCUA employees in the obli-
gations imposed by the Privacy Act
and this subpart.

(b) The head of each NCUA Office
shall be responsible for assuring that
employees subject to that person’s su-
pervision are advised of the provisions
of the Privacy Act, including the
criminal penalties and civil liabilities
provided therein, and that such em-
ployees are made aware of their respon-
sibilities to protect the security of per-
sonal information, to assure its accu-
racy, relevance, timeliness, and com-
pleteness, to avoid unauthorized disclo-
sure either orally or in writing, and to
insure that no information system con-
cerning individuals, no matter how
small or specialized, is maintained
without public notice.

(c) With respect to each system of
records maintained by NCUA, Agency
employees shall:

(1) Collect no information of a per-
sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out an NCUA respon-
sibility;

(2) Collect from individuals only that
information which is necessary to
NCUA functions or responsibilities;

(3) Collect information, wherever
possible, directly from the individual
to whom it relates;

(4) Inform individuals from whom in-
formation is collected of the authority
for collection, the purposes thereof, the
routine uses that will be made of the
information, and the effects, both legal
and practical of not furnishing the in-
formation;
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