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§1312.29 Destruction.

The destruction of classified material
will be accomplished under the direc-
tion of the TSCO or the appropriate
ATSCO, who will assure that proper ac-
countability records are kept. Classi-
fied official record material will be
processed to the Information Systems
and Technology, Records Management
Office, Office of Administration, NEOB
Room 5208, in accordance with OMB
Manual Section 540. Classified non-
record material will be destroyed as
soon as it becomes excess to the needs
of the office. The following destruction
methods are authorized:

(a) Shredding. Using the equipment
approved for that purpose within OMB
offices. Shredders will not accommo-
date typewriter ribbons or cassettes.
Shredding is the only authorized means
of Destroying Top Secret material.

(b) Burn Bag. Classified documents,
cassettes, ribbons, and other materials
at the Secret level or below, not suit-
able for shredding, may be destroyed
by using burn bags, which can be ob-
tained from the supply store. They will
be disposed of as follows:

(1) OEOB. Unless on an approved list
for pick-up of burn bags, all other burn
bags should be delivered to Room 096,
OEOB between 8:00 a.m. and 4:30 p.m.
Burn bags are not to be left in hall-
ways.

(2) NEOB. Hours for delivery of burn
bag materials to the NEOB Loading
Dock Shredder Room are Monday
through Friday from 8:00 a.m. to 9:30
a.m.; 10:00 a.m. to 11:00 a.m.; 11:45 a.m.
to 1:30 p.m. and 2:00 p.m. to 3:30 p.m.
The phone number of the Shredder
Room is 395-1593. In the event the
Shredder Room is not manned, do not
leave burn bags outside the Shredder
Room as the security of that material
may be compromised.

(3) Responsibility for the security of
the burn bag remains with the OMB of-
fice until it is handed over to the au-
thorized representative at the shredder
room. Accountability records will be
adjusted after the burn bags have been
delivered. Destruction actions will be
recorded on OMB Form 87 by the divi-
sion TSCO or by the appropriate
ATSCO at the time the destruction is
accomplished or at the time the burn
bag is delivered to the U.D. Officer.

§1312.31

(c) Technical Guidance. Technical
guidance concerning appropriate meth-
ods, equipment, and standards for de-
struction of electronic classified
media, processing equipment compo-
nents and the like, may be obtained by
submitting all pertinent information
to NSA/CSS Directorate for Informa-
tion Systems Security, Ft. Meade,
Maryland 20755. Specifications con-
cerning appropriate equipment and
standards for destruction of other stor-
age media may be obtained from the
General Services Administration.

§1312.30 Loss or possible compromise.

Any person who has knowledge of the
loss or possible compromise of classi-
fied information shall immediately se-
cure the material and then report the
circumstances to the EOP Security Of-
ficer. The EOP Security Officer will
immediately initiate an inquiry to de-
termine the circumstances surrounding
the loss or compromise for the purpose
of taking corrective measures and/or
instituting appropriate administrative,
disciplinary, or legal action. The agen-
cy originating the information shall be
notified of the loss or compromise so
that the necessary damage assessment
can be made.

§1312.31 Security violations.

(a) A security violation notice is
issued by the United States Secret
Service when an office/division fails to
properly secure classified information.
Upon discovery of an alleged security
violation, the USSS implements their
standard procedures which include the
following actions:

(1) Preparation of a Record of Secu-
rity Violation form;

(2) When a document is left on a desk
or other unsecured area, the officer
will remove the classified document(s)
and deliver to the Uniformed Division’s
Control Center; and

(3) Where the alleged violation in-
volves an open safe, the officer will re-
move one file bearing the highest clas-
sification level, annotate it with his or
her name, badge number, date and
time, and return the document to the
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