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(b) For each facility,
owner or operator must:

(1) Define the security organizational
structure and provide each person exer-
cising security duties and responsibil-
ities within that structure the support
needed to fulfill those obligations;

(2) Designate, in writing, by name or
by title, a Facility Security Officer
(F'SO) and identify how the officer can
be contacted at any time;

(3) Ensure that a Facility Security
Assessment (FFSA) is conducted;

(4) Ensure the development and sub-
mission for approval of an FSP;

(5) Ensure that the facility operates
in compliance with the approved FSP;

(6) Ensure that the TWIC program is
properly implemented as set forth in
this part, including:

(i) Ensuring that only individuals
who hold a TWIC and are authorized to
be in the secure area in accordance
with the FSP are permitted to escort;

(ii) Identifying what action is to be
taken by an escort, or other authorized
individual, should individuals under es-
cort engage in activities other than
those for which escorted access was
granted; and

(iii) Notifying facility employees,
and passengers if applicable, of what
parts of the facility are secure areas
and public access areas, as applicable,
and ensuring such areas are clearly
marked.

(7) Ensure that restricted areas are
controlled and TWIC provisions are co-
ordinated, if applied to such restricted
areas;

(8) Ensure that adequate coordina-
tion of security issues takes place be-
tween the facility and vessels that call
on it, including the execution of a Dec-
laration of Security (DoS) as required
by this part;

(9) Ensure coordination of shore leave
for vessel personnel or crew change-
out, as well as access through the facil-
ity for visitors to the vessel (including
representatives of seafarers’ welfare
and labor organizations), with vessel
operators in advance of a vessel’s ar-
rival. In coordinating such leave, facil-
ity owners or operators may refer to
treaties of friendship, commerce, and
navigation between the U.S. and other
nations. The text of these treaties can
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be found at htip:/www.marad.dot.gov/
Programs/treaties.html;

(10) Ensure, within 12 hours of notifi-
cation of an increase in MARSEC
Level, implementation of the addi-
tional security measures required for
the new MARSEC Level;

(11) Ensure security for unattended
vessels moored at the facility;

(12) Ensure the report of all breaches
of security and transportation security
incidents to the National Response
Center in accordance with part 101 of
this chapter;

(13) Ensure consistency between secu-
rity requirements and safety require-
ments;

(14) Inform facility personnel of their
responsibility to apply for and main-
tain a TWIC, including the deadlines
and methods for such applications, and
of their obligation to inform TSA of
any event that would render them in-
eligible for a TWIC, or which would in-
validate their existing TWIC;

(15) Ensure that protocols consistent
with section 105.255(c) of this part, for
dealing with individuals requiring ac-
cess who report a lost, damaged, or sto-
len TWIC, or who have applied for and
not yet received a TWIC, are in place;
and

(16) If applicable, ensure that proto-
cols consistent with §105.257 of this
part, for dealing with newly hired em-
ployees who have applied for and not
yvet received a TWIC, are in place.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60541, Oct. 22, 2003; USCG-
2006-24196, 72 FR 3582, Jan. 25, 2007]
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(FSO).

(a) General. (1) The FSO may perform
other duties within the owner’s or op-
erator’s organization, provided he or
she is able to perform the duties and
responsibilities required of the FSO.

(2) The same person may serve as the
FSO for more than one facility, pro-
vided the facilities are in the same
COTP zone and are not more than 50
miles apart. If a person serves as the
FSO for more than one facility, the
name of each facility for which he or
she is the FSO must be listed in the
Facility Security Plan (FSP) of each
facility for which or she is the FSO.

Facility  Security  Officer
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(3) The FSO may assign security du-
ties to other facility personnel; how-
ever, the FSO retains the responsi-
bility for these duties.

(4) The FSO must maintain a TWIC.

(b) Qualifications. (1) The FSO must
have general knowledge, through train-
ing or equivalent job experience, in the
following:

(i) Security organization of the facil-
ity;

(ii) General vessel and facility oper-
ations and conditions;

(iii) Vessel and facility security
measures, including the meaning and
the requirements of the different
MARSEC Levels;

(iv) Emergency preparedness, re-
sponse, and contingency planning;

(v) Security equipment and systems,
and their operational limitations; and

(vi) Methods of conducting audits, in-
spections, control, and monitoring
techniques.

(2) In addition to knowledge and
training required in paragraph (b)(1) of
this section, the FSO must have knowl-
edge of and receive training in the fol-
lowing, as appropriate:

(i) Relevant international laws and
codes, and recommendations;

(ii) Relevant government legislation
and regulations;

(iii) Responsibilities and functions of
local, State, and Federal law enforce-
ment agencies;

(iv) Security assessment method-
ology;

(v) Methods of facility security sur-
veys and inspections;

(vi) Instruction techniques for secu-
rity training and education, including
security measures and procedures;

(vii) Handling sensitive security in-
formation and security related commu-
nications;

(viii) Current security threats and
patterns;

(ix) Recognizing and detecting dan-
gerous substances and devices;

(x) Recognizing characteristics and
behavioral patterns of persons who are
likely to threaten security;

(xi) Techniques used to circumvent
security measures;

(xii) Conducting physical searches
and non-intrusive inspections;
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(xiii) Conducting security drills and
exercises, including exercises with ves-
sels; and

(xiv) Assessing security drills and ex-
ercises.

(xv) Knowledge of TWIC require-
ments.

(c) Responsibilities. In addition to
those responsibilities and duties speci-
fied elsewhere in this part, the FSO
must, for each facility for which he or
she has been designated:

(1) Ensure that the Facility Security
Assessment (FSA) is conducted;

(2) Ensure the development and im-
plementation of a FSP;

(3) Ensure that an annual audit is
conducted, and if necessary that the
FSA and FSP are updated;

(4) Ensure the FSP is exercised per
§105.220 of this part;

(5) Ensure that regular security in-
spections of the facility are conducted;

(6) Ensure the security awareness and
vigilance of the facility personnel;

(7) Ensure adequate training to per-
sonnel performing facility security du-
ties;

(8) Ensure that occurrences that
threaten the security of the facility are
recorded and reported to the owner or
operator;

(9) Ensure the maintenance of
records required by this part;

(10) Ensure the preparation and the
submission of any reports as required
by this part;

(11) Ensure the execution of any re-
quired Declarations of Security with
Masters, Vessel Security Officers or
their designated representatives;

(12) Ensure the coordination of secu-
rity services in accordance with the ap-
proved FSP;

(13) Ensure that security equipment
is properly operated, tested, calibrated,
and maintained,;

(14) Ensure the recording and report-
ing of attainment changes in MARSEC
Levels to the owner or operator and
the cognizant COTP;

(15) When requested, ensure that the
Vessel Security Officers receive assist-
ance in confirming the identity of visi-
tors and service providers seeking to
board the vessel through the facility;

(16) Ensure notification, as soon as
possible, to law enforcement personnel
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and other emergency responders to per-
mit a timely response to any transpor-
tation security incident;

(17) Ensure that the FSP is sub-
mitted to the cognizant COTP for ap-
proval, as well as any plans to change
the facility or facility infrastructure
prior to amending the FSP; and

(18) Ensure that all facility personnel
are briefed of changes in security con-
ditions at the facility.

(19) Ensure the TWIC program is
being properly implemented.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60541, Oct. 22, 2003; USCG-
2006-24196, 72 FR 3583, Jan. 25, 2007]

§105.210 Facility personnel with secu-
rity duties.

Facility personnel responsible for se-
curity duties must maintain a TWIC,
and must have knowledge, through
training or equivalent job experience,
in the following, as appropriate:

(a) Knowledge of current security
threats and patterns;

(b) Recognition and detection of dan-
gerous substances and devices;

(c) Recognition of characteristics and
behavioral patterns of persons who are
likely to threaten security;

(d) Techniques used to circumvent se-
curity measures;

(e) Crowd management and control
techniques;

(f) Security related communications;

(g) Knowledge of emergency proce-
dures and contingency plans;

(h) Operation of security equipment
and systems;

(i) Testing, calibration, and mainte-
nance of security equipment and sys-
tems;

(j) Inspection,
toring techniques;

(k) Relevant provisions of the Facil-
ity Security Plan (FSP);

(1) Methods of physical screening of
persons, personal effects, baggage,
cargo, and vessel stores; and

(m) The meaning and the consequen-
tial requirements of the different
MARSEC Levels.

(n) Familiar with all relevant aspects
of the TWIC program and how to carry
them out.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended by USCG-2006-24196, 72 FR 3583,
Jan. 25, 2007]
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§105.215 Security training for all
other facility personnel.

All other facility personnel, includ-
ing contractors, whether part-time,
full-time, temporary, or permanent,
must have Kknowledge of, through
training or equivalent job experience,
in the following, as appropriate:

(a) Relevant provisions of the Facil-
ity Security Plan (FSP);

(b) The meaning and the consequen-
tial requirements of the different
MARSEC Levels as they apply to them,
including emergency procedures and
contingency plans;

(c) Recognition and detection of dan-
gerous substances and devices;

(d) Recognition of characteristics and
behavioral patterns of persons who are
likely to threaten security; and

(e) Techniques used to circumvent se-
curity measures.

(f) Familiar with all relevant aspects
of the TWIC program and how to carry
them out.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60541, Oct. 22, 2003; USCG-
2006-24196, 72 FR 3583, Jan. 25, 2007]

§105.220 Drill and exercise require-
ments.

(a) General. (1) Drills and exercises
must test the proficiency of facility
personnel in assigned security duties at
all MARSEC Levels and the effective
implementation of the Facility Secu-
rity Plan (FSP). They must enable the
Facility Security Officer (FSO) to iden-
tify any related security deficiencies
that need to be addressed.

(2) A drill or exercise required by this
section may be satisfied with the im-
plementation of security measures re-
quired by the FSP as the result of an
increase in the MARSEC Level, pro-
vided the facility reports attainment
to the cognizant COTP.

(b) Drills. (1) The FSO must ensure
that at least one security drill is con-
ducted every 3 months. Security drills
may be held in conjunction with non-
security drills, where appropriate.

(2) Drills must test individual ele-
ments of the FSP, including response
to security threats and incidents.
Drills should take into account the
types of operations of the facility, fa-
cility personnel changes, the type of
vessel the facility is serving, and other
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