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(1) The DoS is valid for a specific
MARSEC Level;

(2) The effective period at MARSEC
Level 1 does not exceed 90 days; and

(3) The effective period at MARSEC
Level 2 does not exceed 30 days.

(f) When the MARSEC Level in-
creases beyond that contained in the
DoS, the continuing DoS is void and a
new DoS must be executed in accord-
ance with this section.

(g) A copy of all currently valid con-
tinuing DoSs must be kept with the
Facility Security Plan.

(h) The COTP may require, at any
time, at any MARSEC Level, any facil-
ity subject to this part to implement a
DoS with the VSO prior to any vessel-
to-facility interface when he or she
deems it necessary.

[USCG—-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60541, Oct. 22, 2003]

§105.250 Security systems and equip-
ment maintenance.

(a) Security systems and equipment
must be in good working order and in-
spected, tested, calibrated, and main-
tained according to manufacturers’
recommendations.

(b) Security systems must be regu-
larly tested in accordance with the
manufacturers’ recommendations;
noted deficiencies corrected promptly;
and the results recorded as required in
§105.225 of this subpart.

(c) The FSP must include procedures
for identifying and responding to secu-
rity system and equipment failures or
malfunctions.

§105.255 Security measures for access
control.

(a) General. The facility owner or op-
erator must ensure the implementation
of security measures to:

(1) Deter the unauthorized introduc-
tion of dangerous substances and de-
vices, including any device intended to
damage or destroy persons, vessels, fa-
cilities, or ports;

(2) Secure dangerous substances and
devices that are authorized by the
owner or operator to be on the facility;

(3) Control access to the facility; and

(4) Prevent an unescorted individual
from entering an area of the facility
that is designated as a secure area un-
less the individual holds a duly issued
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TWIC and is authorized to be in the
area.

(b) The facility owner or operator
must ensure that the following are
specified:

(1) The locations where restrictions
or prohibitions that prevent unauthor-
ized access are applied for each
MARSEC Level, including those points
where TWIC access control provisions
will be applied. Each location allowing
means of access to the facility must be
addressed;

(2) The types of restrictions or prohi-
bitions to be applied and the means of
enforcing them;

(3) The means used to establish the
identity of individuals not in posses-
sion of a TWIC, in accordance with
§101.5615 of this subchapter, and proce-
dures for escorting them;

(4) Procedures for identifying author-
ized and unauthorized persons at any
MARSEC level; and

(5) The locations where persons, per-
sonal effects and vehicle screenings are
to be conducted. The designated
screening areas should be covered to
provide for continuous operations re-
gardless of the weather conditions.

(c) The facility owner or operator
must ensure that a TWIC program is
implemented as follows:

(1) All persons seeking unescorted ac-
cess to secure areas must present their
TWIC for inspection before being al-
lowed unescorted access, in accordance
with §101.514 of this subchapter. Inspec-
tion must include:

(i) A match of the photo on the TWIC
to the individual presenting the TWIC;

(ii) Verification that the TWIC has
not expired; and

(iii) A visual check of the various se-
curity features present on the card to
determine whether the TWIC has been
tampered with or forged.

(2) If an individual cannot present a
TWIC because it has been lost, dam-
aged or stolen, and he or she has pre-
viously been granted unescorted access
to the facility and is known to have
had a valid TWIC, the individual may
be given unescorted access to secure
areas for a period of no longer than 7
consecutive calendar days if:

(i) The individual has reported the
TWIC as lost, damaged, or stolen to
TSA as required in 49 CFR 1572.19(f);
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(ii) The individual can present an-
other identification credential that
meets the requirements of §101.515 of
this subchapter; and

(iii) There are no other suspicious
circumstances associated with the indi-
vidual’s claim of loss or theft.

(3) If an individual cannot present his
or her TWIC for any other reason than
outlined in paragraph (c)(2) of this sec-
tion, he or she may not be granted
unescorted access to the secure area.
The individual must be under escort, as
that term is defined in part 101 of this
subchapter, at all times when inside of
a secure area.

(4) With the exception of persons
granted access according to paragraph
(c)(2) of this section, all persons grant-
ed unescorted access to secure areas of
the facility must be able to produce his
or her TWIC upon request.

(5) There must be disciplinary meas-
ures in place to prevent fraud and
abuse.

(6) The facility’s TWIC program
should be coordinated, when prac-
ticable, with identification and TWIC
access control measures of vessels or
other transportation conveyances that
use the facility.

(d) If the facility owner or operator
uses a separate identification system,
ensure that it complies and is coordi-
nated with TWIC provisions in this
part.

(e) The facility owner or operator
must establish in the approved Facility
Security Plan (FSP) the frequency of
application of any access controls, par-
ticularly if they are to be applied on a
random or occasional basis.

(f) MARSEC Level 1. The facility
owner or operator must ensure the fol-
lowing security measures are imple-
mented at the facility:

(1) Implement TWIC as set out in
paragraph (c) of this section.

(2) Screen persons, baggage (includ-
ing carry-on items), personal effects,
and vehicles, for dangerous substances
and devices at the rate specified in the
approved FSP, excluding government-
owned vehicles on official business
when government personnel present
identification credentials for entry;

(3) Conspicuously post signs that de-
scribe security measures currently in
effect and clearly state that:
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(i) Entering the facility is deemed
valid consent to screening or inspec-
tion; and

(ii) Failure to consent or submit to
screening or inspection will result in
denial or revocation of authorization
to enter.

(4) Check the identification of any
person not holding a TWIC and seeking
entry to the facility, including vessel
passengers, vendors, personnel duly au-
thorized by the cognizant government
authorities, and visitors. This check
shall include confirming the reason for
boarding by examining at least one of
the following:

(i) Joining instructions;

(ii) Passenger tickets;

(iii) Boarding passes;

(iv) Work orders, pilot orders, or sur-
veyor orders;

(v) Government identification; or

(vi) Visitor badges issued in accord-
ance with an identification system im-
plemented under paragraph (d) of this
section.

(5) Deny or revoke a person’s author-
ization to be on the facility if the per-
son is unable or unwilling, upon the re-
quest of facility personnel or a law en-
forcement officer, to establish his or
her identity in accordance with this
part or to account for his or her pres-
ence. Any such incident must be re-
ported in compliance with this part;

(6) Designate restricted areas and
provide appropriate access controls for
these areas;

(7) Identify access points that must
be secured or attended to deter unau-
thorized access;

(8) Deter unauthorized access to the
facility and to designated restricted
areas within the facility;

(9) Screen by hand or device, such as
x-ray, all unaccompanied baggage prior
to loading onto a vessel; and

(10) Secure unaccompanied baggage
after screening in a designated re-
stricted area and maintain security
control during transfers between the
facility and a vessel.

(8) MARSEC Level 2. In addition to
the security measures required for
MARSEC Level 1 in this section, at
MARSEC Level 2, the facility owner or
operator must ensure the implementa-
tion of additional security measures, as
specified for MARSEC Level 2 in their
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approved FSP. These additional secu-
rity measures may include:

(1) Increasing the frequency and de-
tail of the screening of persons, bag-
gage, and personal effects for dan-
gerous substances and devices entering
the facility;

(2) X-ray screening of all unaccom-
panied baggage;

(3) Assigning additional personnel to
guard access points and patrol the pe-
rimeter of the facility to deter unau-
thorized access;

(4) Limiting the number of access
points to the facility by closing and se-
curing some access points and pro-
viding physical barriers to impede
movement through the remaining ac-
cess points;

(5) Denying access to visitors who do
not have a verified destination;

(6) Deterring waterside access to the
facility, which may include, using wa-
terborne patrols to enhance security
around the facility; or

(7) Except for government-owned ve-
hicles on official business when govern-
ment personnel present identification
credentials for entry, screening vehi-
cles and their contents for dangerous
substances and devices at the rate
specified for MARSEC Level 2 in the
approved FSP.

(h) MARSEC Level 3. In addition to
the security measures required for
MARSEC Level 1 and MARSEC Level 2,
at MARSEC level 3, the facility owner
or operator must ensure the implemen-
tation of additional security measures,
as specified for MARSEC Level 3 in
their approved FSP. These additional
security measures may include:

(1) Screening all persons, baggage,
and personal effects for dangerous sub-
stances and devices;

(2) Performing one or more of the fol-
lowing on unaccompanied baggage:

(1) Screen unaccompanied baggage
more extensively; for example, x-
raying from two or more angles;

(ii) Prepare to restrict or suspend
handling of unaccompanied baggage; or

(iii) Refuse to accept unaccompanied
baggage.

(3) Being prepared to cooperate with
responders and facilities;

(4) Granting access to only those re-
sponding to the security incident or
threat thereof;
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(5) Suspending access to the facility;

(6) Suspending cargo operations;

(7) Evacuating the facility;

(8) Restricting pedestrian or vehic-
ular movement on the grounds of the
facility; or

(9) Increasing security patrols within
the facility.

[USCG-2006-24196, 72 FR 3583, Jan. 25, 2007]

§105.257 Security measures for newly-
hired employees.

(a) Newly-hired facility employees
may be granted entry to secure areas
of the facility for up to 30 consecutive
calendar days prior to receiving their
TWIC provided all of the requirements
in paragraph (b) of this section are
met, and provided that the new hire is
accompanied by an individual with a
TWIC while within the secure areas of
the facility. If TSA does not act upon a
TWIC application within 30 days, the
cognizant Coast Guard COTP may fur-
ther extend access to secure areas for
another 30 days. The Coast Guard will
determine whether, in particular cir-
cumstances, certain practices meet the
condition of a new hire being accom-
panied by another individual with a
TWIC. The Coast Guard will issue guid-
ance for use in making these deter-
minations.

(b) Newly-hired facility employees
may be granted the access provided for
in paragraph (a) of this section if:

(1) The new hire has applied for a
TWIC in accordance with 49 CFR part
1572 by completing the full enrollment
process, paying the user fee, and is not
currently engaged in a waiver or appeal
process. The facility owner or operator
or the Facility Security Officer (F'SO)
must have the new hire sign a state-
ment affirming this, and must retain
the signed statement until the new
hire receives a TWIC;

(2) The facility owner or operator or
the FSO enters the following informa-
tion on the new hire into the Coast
Guard’s Homeport website (http:/home-
port.uscg.mil):

(i) Full legal name, including middle
name if one exists;

(ii) Date of birth;

(iii) Social security number (op-
tional);

(iv) Employer name and 24 hour con-
tact information; and
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