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(1) Screen vessel stores at the rate
specified in the approved Facility Se-
curity Plan (F'SP);

(2) Require advance notification of
vessel stores or bunkers delivery, in-
cluding a list of stores, delivery vehicle
driver information, and vehicle reg-
istration information;

(3) Screen delivery vehicles at the
frequencies specified in the approved
FSP; and

(4) Escort delivery vehicles within
the facility at the rate specified by the
approved FSP.

(c) MARSEC Level 2. In addition to
the security measures required for
MARSEC Level 1 in this section, at
MARSEC Level 2, the facility owner or
operator must also ensure the imple-
mentation of additional security meas-
ures, as specified for MARSEC Level 2
in the approved FSP. These additional
security measures may include:

(1) Detailed screening of vessel
stores;

(2) Detailed screening of all delivery
vehicles;

(3) Coordinating with vessel per-
sonnel to check the order against the
delivery note prior to entry to the fa-
cility;

(4) Ensuring delivery vehicles are es-
corted within the facility; or

(5) Restricting or prohibiting the
entry of vessel stores that will not
leave the facility within a specified pe-
riod.

(d) MARSEC Level 3. In addition to
the security measures for MARSEC
Level 1 and MARSEC Level 2, at
MARSEC Level 3, the facility owner
and operator must ensure implementa-
tion of additional security measures, as
specified for MARSEC Level 3 in the
approved FSP. Examples of these addi-
tional security measures may include:

(1) Checking all vessel stores more
extensively;

(2) Restricting or suspending delivery
of vessel stores; or

(3) Refusing to accept vessel stores
on the facility.

§105.275 Security measures for moni-
toring.

(a) General. The facility owner or op-
erator must ensure the implementation
of security measures in this section
and have the capability to continu-
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ously monitor, through a combination
of lighting, security guards, water-
borne patrols, automatic intrusion-de-
tection devices, or surveillance equip-
ment, as specified in the approved Fa-
cility Security Plan (FSP), the:

(1) Facility and its approaches, on
land and water;

(2) Restricted areas within the facil-
ity; and

(3) Vessels at the facility and areas
surrounding the vessels.

(b) MARSEC Level 1. At MARSEC
Level 1, the facility owner or operator
must ensure the security measures in
this section are implemented at all
times, including the period from sunset
to sunrise and periods of limited visi-
bility. For each facility, ensure moni-
toring capability that:

(1) When automatic intrusion-detec-
tion devices are used, activates an au-
dible or visual alarm, or both, at a lo-
cation that is continuously attended or
monitored,;

(2) Is able to function continually, in-
cluding consideration of the possible
effects of weather or of a power disrup-
tion;

(3) Monitors the facility area, includ-
ing shore and waterside access to it;

(4) Monitors access points, barriers
and restricted areas;

(6) Monitors access and movements
adjacent to vessels using the facility,
including augmentation of lighting
provided by the vessel itself; and

(6) Limits lighting effects, such as
glare, and their impact on safety, navi-
gation, and other security activities.

(¢c) MARSEC Level 2. In addition to
the security measures for MARSEC
Level 1 in this section, at MARSEC
Level 2, the facility owner or operator
must also ensure the implementation
of additional security measures, as
specified for MARSEC Level 2 in the
approved FSP. These additional meas-
ures may include:

(1) Increasing the coverage and inten-
sity of surveillance equipment, includ-
ing the provision of additional surveil-
lance coverage;

(2) Increasing the frequency of foot,
vehicle or waterborne patrols;

(3) Assigning additional security per-
sonnel to monitor and patrol; or
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(4) Increasing the coverage and inten-
sity of lighting, including the provision
of additional lighting and coverage.

(d) MARSEC Level 3. In addition to
the security measures for MARSEC
Level 1 and MARSEC Level 2, at
MARSEC Level 3, the facility owner or
operator must also ensure implementa-
tion of additional security measures, as
specified for MARSEC Level 3 in the
approved FSP. These additional secu-
rity measures may include:

(1) Switching on all lighting within,
or illuminating the vicinity of, the fa-
cility;

(2) Switching on all surveillance
equipment capable of recording activi-
ties within or adjacent to the facility;

(3) Maximizing the length of time
such surveillance equipment can con-
tinue to record; or

(4) Complying with the instructions
issued by those responding to the secu-
rity incident.

[USCG—-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003]

§105.280 Security incident procedures.

For each MARSEC Level, the facility
owner or operator must ensure the Fa-
cility Security Officer and facility se-
curity personnel are able to:

(a) Respond to security threats or
breaches of security and maintain crit-
ical facility and vessel-to-facility
interface operations;

(b) Evacuate the facility in case of
security threats or breaches of secu-
rity;

(c) Report security incidents as re-
quired in §101.305 of this subchapter;

(d) Brief all facility personnel on pos-
sible threats and the need for vigilance,
soliciting their assistance in reporting
suspicious persons, objects, or activi-
ties; and

(e) Secure non-critical operations in
order to focus response on critical op-
erations.

§105.285 Additional requirements-pas-
senger and ferry facilities.

(a) At all MARSEC Levels, the owner
or operator of a passenger or ferry fa-
cility must ensure, in coordination
with a vessel moored at the facility,
that the following security measures
are implemented in addition to the re-
quirements of this part:

§105.290

(1) Establish separate areas to seg-
regate unchecked persons and personal
effects from checked persons and per-
sonal effects;

(2) Ensure that a defined percentage
of vehicles to be loaded aboard are
screened prior to loading, in accord-
ance with a MARSEC Directive or
other orders issued by the Coast Guard;

(3) Ensure that all unaccompanied
vehicles to be loaded on passenger ves-
sels are screened prior to loading;

(4) Deny passenger access to secure
and restricted areas unless escorted by
authorized facility security personnel;
and

(5) In a facility with a public access
area designated under §105.106, provide
sufficient security personnel to mon-
itor all persons within the area.

(b) At MARSEC Level 2, in addition
to the requirements in paragraph (a) of
this section, the owner or operator of a
passenger or ferry facility with a pub-
lic access area designated under
§105.106 must increase the intensity of
monitoring of the public access area.

(c) At MARSEC Level 3, in addition
to the requirements in paragraph (a) of
this section, the owner or operator of a
passenger or ferry facility with a pub-
lic access area designated under
§105.106 must increase the intensity of
monitoring and assign additional secu-
rity personnel to monitor the public
access area.

[USCG-2003-14732, 68 FR 39322, July 1, 2003, as
amended at 68 FR 60542, Oct. 22, 2003; USCG—
2006-24196, 72 FR 3584, Jan. 25, 2007]

§105.290 Additional requirements—
cruise ship terminals.

At all MARSEC Levels, in coordina-
tion with a vessel moored at the facil-
ity, the facility owner or operator
must ensure the following security
measures:

(a) Screen all persons, baggage, and
personal effects for dangerous sub-
stances and devices;

(b) Check the identification of all
persons seeking to enter the facility.
Persons holding a TWIC shall be
checked as set forth in this part. For
persons not holding a TWIC, this check
includes confirming the reason for
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